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          “So, lets (sic) go back to the year 1972, when I got a phone call from Denny, a blind kid 

who turned me onto a toy whistle he got out of a Cap’n Crunch cereal box.  With this whistle, it was possible to access the internal trunking mechanism of Ma Bell.  In conjunction with a blue box (A special tone generating device), it was possible to take internal control of Ma Bell’s long distance switching equipment.  During those turbulent times, I got hooked up with the People’s Computer Club in Menlo Park and took Steve Wozniak to one of their Pot Luck Dinners. 


 “I met Steve Wozniak at UC Berkeley in the Winter of 1971.  He begged me to come and show him how to use a blue box he just built from information he obtained from the October 1971 issue of Esquire magazine “Secrets of the Little Blue Box”, and the Bell System Journals from the UC Library.  Woz talked me into visiting him at the dorm where he made his famous call to the Pope.  The  Woz was working at HP and I brought him to a pot luck dinner hosted my (sic) PCC (People’s Computer Company).  Shortly after that, these pot luck dinners evolved into the Home Brew Computer Club. 


“A few months later Intel announced the 8080 Microprocessor chip.  Steve Wozniak got his hands on some 6502 chips and built the first 6502 computer that eventually became the Apple I.  Naturally, neither the phone companies or the authorities took kindly to my blue box “experiments” I was performing on their equipment, so they tracked me down and filed charges, convicting me under Title 18, Section 1343:  Fraud by wire….”  (Taken from John Draper’s Web page, www.webcrunchers.com/crunch/).   

Introduction

What is the Internet?


The Court in ACLU v. Reno stated that the Internet is “…a network of networks.”  What does that mean?  The Court went on to note, “the Internet is an international network of interconnected computers.  It is the outgrowth of what began in 1969 as a military program called ‘ARPANET,’ which was designed to enable computers operated by the military, defense contractors, and universities conducting defense-related research to communicate with one another by redundant channels even if some portions of the network were damaged in a war.”  

In 1981, fewer than 300 computers were linked to the Internet.  By 1989, an estimated 90,000 computers were involved.  Today it is estimated that the Internet links well over 9,000,000 host 
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computers.  Approximately sixty percent of those computers are located in the United States.  Note that this figure does not include computers that are used by individuals to access the Internet from home or other locations.

It was estimated that by 1999 there would be two hundred million Internet users.  Needless to say, that figure continues to grow rapidly.  This growth represents a significant opportunity to companies to advertise to, and communicate with, customers and potential customers.  This also presents some significant problems to companies.  These problems are nothing new, as noted by the introductory material, just different. The challenge for companies is to anticipate, and plan for, the risks.  

One of the problems for companies that are trying to anticipate the risks is the issue of control. 

Is the Internet “controlled” by anyone or thing? Particularly in the United States, the answer is both yes and no. Unlike other countries, and because of the Constitution, the government’s involvement in the Internet is rather limited. However, there are some rules, both formal and informal that are necessary for the Internet. “Management” of the Internet continues to evolve. Regardless, the Internet relies on a significant amount of cooperation in order to function. While the way in which this cooperation works continues to evolve, it is the purpose of this chapter to give students an introduction to potential problems that are posed by the Internet. The potential problems, both legal and ethical, that individuals and companies face are enormous. “Regulation” of the Internet by an employers, schools, libraries and even by parents, presents a significant issue.

Among the problems are those posed by the First Amendment. Americans take their right of free speech quite seriously. However, there is no such thing as an absolute Constitutional right. Consider the issues of defamation and sexual harassment that have been discussed previously. Another significant issue is regulations, particularly by other countries, that are inconsistent with American laws and regulations (if any) and their effect on a company’s web site.

Government control of the Internet in the United States is limited by a number of factors. First and foremost is the fact that the Internet is a collection of computers, located throughout the world that can communicate with each other. Certain countries (for instance, Cuba), restrict their citizens’ access to the Internet. In those countries where the government controls the telephone lines, this restriction is rather easy, at least at the present time.  

Another reason why the Internet is difficult to control is the fact as stated in ACLU v. Reno, as noted above, that the Internet is “...a network of networks.”  

The fact that government control of the Internet is limited places a significant burden on employers, libraries, schools and parents. Just as parents must decide the extent to which their children can access the Internet, so too must companies.

See text, pages 182, “The Constitution,” through and including page 186 up to “Cyber crimes.”
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Registering a Domain Name

Domain names are the “addresses” for the Internet. Domain names have been the subject of substantial litigation and continue to be a source of controversy. Among other problems, there have been complaints from other countries about the extensive use of “.com” by U.S.-based companies, almost to the exclusion of others.

Until recently, the Top Level Domain Name (TLDs) of “.org,” “.com,” “.net,” and “.edu” were assigned by a company called Network Solutions, Inc. While Network Solutions still assigns TLDs, other corporations may also assign TLDs. At the present time, policies for TLD registration are set by the specific registrar, subject to any applicable legal requirements. Domain names are generally granted on a first-come-first-served basis by the domain registrar. This raises the first problem. It is up to the applicant to do a trademark search.  In the event of a problem, each
registrar has its own dispute resolution policy.

Generally, once litigation begins, the registrar will keep the domain name in status quo ante from the moment the law suit is filed. Therefore, if a domain name has not been put on hold before the complaint was filed, it will not be put on hold after the complaint is filed.

See text, pages 192, “Virtual Property” through and including page 194 up to and including “Dilution.”
Other Problems

Intellectual Property

Trademarks

The Lanham Act

The Trademark Dilution Act of 1995

Creates a cause of action for trademark dilution; Protects “famous” trademarks, not all trademarks
Trademarks and the Internet

“Standard” trademarks: A trademark may be registered to different owners of the same name, symbol, etc. if it applies to different products that do not result in confusion among the public.

The Internet: There can only be one registrant of a specific domain name.

Example: Ralph Lauren uses “Polo” on some products, such as clothing, but by others for different products (i.e., www.polomagazine.com for Polo Magazine); however, there can only be one “polo.com.”
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Problem:
Many people register domain names in the hopes of selling them for a profit (referred to as “cyber squatters).

Panavision International, L.P. v. Toeppen, 945. Supp. 1296 (1996) 

Background and Facts:

Dennis Toepen, who was a visionary in some ways, registered a number of domain names including Panavision®, American Standard®, Intermatic® and Eddie Bauer® among numerous others (over one hundred in all). On the panavision.com site, Mr. Toeppen had several scenic views of the city of Pana, Illinois. Panavision’s attorney sent a letter to Mr. Toeppen to advise that Panavision held a trademark in the name Panavision. The letter also advised Mr. Toeppen to stop using that trademark and the domain name Panavision.com. Toeppen responded, in writing, stating he had the right to use the name Panavision.com on the Internet as his domain name and added, “If your attorney has advised you otherwise, he is trying to screw you. He wants to blaze new trails in the legal frontier at your expense. Why do you want to fund your attorney’s purchase of a new boat (or whatever) when you can facilitate the acquisition of ‘Panavision.com’ cheaply and simply instead?”

 Mr. Toeppen then offered to transfer the name for $13,000 and went on to state that if Panavision agreed to this he would not “acquire any other Internet addresses which are alleged by Panavision Corporation to be its property.” Panavision refused. Toeppen, not to be bullied and carrying out his threat, then retaliated by registering “panaflex.com,” another mark of Panavision. On this web site Mr. Toeppen had the word “Hello.” Toeppen never used any of these sites to sell goods or services. Panavision, not taking kindly to the threatened blackmail, responded by filing a lawsuit against Toeppen.

Judges Brunetti, Thompson and Nelson; Opinion by Judge Thompson:

“The harm to Panavision is similar to the harm to the Indianapolis Colts football team in Indianapolis Colts, Inc. v. Metropolitan Baltimore Football Club Ltd. Partnership.... There, the Indianapolis Colts brought a trademark infringement action. . . against the Canadian Football League’s new team, the “Baltimore CFL Colts.” The Seventh Circuit held that the Baltimore CFL Colts team was subject to personal jurisdiction in Indiana even though its only activity directed toward Indiana was the broadcast of its games on nationwide cable television.... Because the Indianapolis Colts used their trademarks in Indiana, any infringement of those marks would create an injury which would be felt mainly in Indiana, and this, coupled with the defendant’s ‘entry’ into the state by the television broadcasts, was sufficient for the exercise of personal jurisdiction.

“Toeppen challenges the district court’s determination that he made ‘commercial use’ of the mark and that this use caused ‘dilution’ in the quality of the mark....

“...Toeppen contends that a domain name is simply an address used to locate a web page...
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“Toeppen’s argument misstates his use of the Panavision mark. His use is not as benign as he suggests. Toeppen’s ‘business’ is to register trademarks as domain names and then sell them to the rightful trademark owners. He ‘acts as a spoiler,’ preventing Panavision and others from doing business on the Internet under their trademarked names unless they pay his fee.... This is a commercial use.

“. Toeppen traded on the value of Panavision’s marks. So long as he held the Internet registrations, he curtailed Panavision’s exploitation of the value of its trademarks on the Internet, a value which Toeppen then used when he attempted to sell the Panavision.com domain name to Panavision.”

NOTE: The Toeppen cases (Mr. Toeppen was also sued by Intermatic®) involve well-known trademarks. In a case involving a trademark that is not well-known, the result is uncertain. See Data Concepts, Inc. v. Digital Consulting Inc. (150 F.3d 620, 1998).

Misrepresentation

Occasionally, someone will use the name of an individual, group or organization in order to provide information that is contrary to the beliefs or teachings of that organization. Are there First Amendment issues involved?

Jews for Jesus v. Brodsky 993 F. Supp. 282 (1988)

Background and Facts: This action involves, in the words of the defendant, a “bogus” Internet site and, again, in the words of the defendant, his use of “deceit and trickery.” As a result, there is a dispute between the plaintiff… and the defendant... in connection with the use by the Defendant of the Internet domain names “jewsforjesus.org” and “jews-for-jesus.com”. In essence, this dispute involves the validity of, and alleged infringement and dilution by the defendant of, the service marks “Jews f(six-sided star)r Jesus” and “Jews for Jesus.” The dispute does not implicate rights granted by the First Amendment of the United States Constitution.

Opinion by Judge Lechner:

The Plaintiff Organization asserts it has used the name “Jews for Jesus” continuously in interstate commerce for more than twenty-four years.

“It is the position of the Plaintiff Organization “that by virtue of its extensive national use of the name Jews for Jesus and, particularly, its use in the New York/New Jersey Metropolitan area, Jews for Jesus has developed significant recognition and good will.

“In March 1995, the Plaintiff Organization established an Internet site with the domain name “jews-for-jesus.org”.... This domain name does not contain the stylized letter “0” (“[star]”) in the word “for.”
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“The Defendant is a professional Internet site developer... The Plaintiff Organization contends the Defendant is also an attorney who is “a vocal opponent” of its mission, teachings, message and services.

“The Defendant admits he has critical things to say about the Plaintiff Organization which he asserts are protected by the First Amendment.... The following statements about the Plaintiff organization have been attributed to the Defendant:

“The Jews for Jesus cult is founded upon deceit and distortion of facts.

“The whole program [of Jews for Jesus] is based on deceit and trickery, preying on people who are confused. Two can play at that game.

The Defendant has not denied making these statements.... Counsel for the Defendant acknowledged the Defendant made these statements but stated that they may have been taken out-of-context.

“The Defendant reportedly stated that he started his Internet site because the Plaintiff organization “rubs [him] the wrong way.” ... In addition, the Defendant has been reported as stating that the “intent behind my bogus ‘Jews for Jesus’ site (www.jewsforjesus.org) is to intercept potential converts before they have a chance to see the obscene garbage on the real J4J site.”

“When an Internet visitor visits the Defendant Internet site, he or she is invited to “click here to learn more about how the Jews for Jesus cult is founded upon deceit and distortion of fact.”

“Interestingly, the Defendant apparently registered a second domain name, “jews-for-jesus.com” after receiving the Plaintiff’s… letter.

Decision and Remedy: “The Defendant is using the Mark and the Name of the Plaintiff Organization to lure individuals to his internet site where he makes disparaging statements about the Plaintiff Organization. His site then refers those individuals, via a hyperlink, to the internet site maintained by the Outreach Judaism Organization which also contains information critical of and contrary to the teachings of the Plaintiff Organization. Such conduct amounts to “blurring” and “tarnishment” of the Plaintiff Organization.” In addition, the court found a likelihood of confusion within the meaning of the Lanham Act. The court granted the Plaintiffs request for a preliminary injunction.

See also, Planned Parenthood, etc. v. Bucci (42 U.S.P.Q.2d [BNA] 1430 [1997]).  Planned Parenthood sued Richard Bucci, doing business as Catholic Radio, from using the domain name “plannedparenthood.com” and from identifying his web site on the Internet under the name www.plannedparenthood.com.

“Plaintiff operates a web site at www.ppfa.org,, using the domain name “ppfa.org.” Plaintiff’s home page offers Internet users resources regarding a number of subjects, including abortion.
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“Bucci is an active participant in the anti-abortion movement.... Once a user accesses Bucci’s home page, she sees on the computer screen the words “Welcome to the PLANNED PARENTHOOD HOME PAGE!” Once the whole home page has loaded, the user sees a scanned image of the cover of a book entitled The Cost of Abortion....” Needless to say, this book is pro-life.

“Defendant stated this his motive in using plaintiffs mark as his domain name was ‘to reach, primarily, Catholics that are disobedient to the natural law.”

The Plaintiff’s motion for a preliminary injunction was granted.

NAMES AND THE INTERNET

Hasbro, Inc. v. Clue Computing Inc. (232 F.3d 1 (2000))

Background and Facts: 

This case involves a dispute over the right to use the word “clue” in an Internet domain name. Since 1949, residents of the U.S. have enjoyed playing the Clue® board game, a popular detective game in which payers try to deduce the details of a fictional murder.

The name of this game was registered with the United States Patent and Trademark Office in 1950.... Hasbro, Inc., a toy and game manufacturer, owns the rights to the Clue® trademark and has spent millions of dollars in support of the Clue® brand name....

In June of 1994, decades after registration of the Clue® trademark, Eric Robison and Dieter Muller formed in Colorado a partnership called “Clue Computing,” later incorporated as “Clue Computing, Inc.” Clue Computing engages in computer consulting and Internet access services. Within two weeks of Clue Computing’s formation, the Internet Network Information Center, the agency that manages the assignment of Internet domain names, approved Clue Computing’s registration of the domain name “clue.com.”

In 1996 Hasbro notified Network Solutions, Inc., which administers the Internet Network Information Center, that Hasbro owned a trademark on the word “clue.” Network Solutions then informed Clue Computing that its use of the “clue.com” domain name would soon be terminated. Clue Computing responded by suing Network Solutions in Colorado state court, and won a preliminary injunction against the threatened termination. Hasbro then sued Clue Computing in federal district court in Massachusetts, charging Clue Computing with infringement and dilution of the Clue® trademark, under the. ..federal Lanham Act.
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Opinion: Per Curiam. 

In a nutshell, the district court granted summary judgment in favor of Clue Computing on Hasbro’s trademark infringement claim on the ground that there was no significant evidence to establish the likelihood of confusion necessary for conventional trademark infringement.... The court saw very little similarity between Hasbro’s products and services and those of Clue Computing. It said that about all that Hasbro showed was that over a period of years a couple of Internet surfers looking for Hasbro’s Clue® site had stumbled upon the Clue Computing site, whose content strongly indicated that the site had little to do with Hasbro’s business. Certainly in a case involving such disparate products and services as this, the court’s refusal to enter the “initial interest confusion” thicket is well taken given the unlikelihood of “legally significant” confusion.

As for Hasbro’s claim under the Federal Trademark Dilution Act..., the court rejected Clue Computing’s claim that granting an injunction under the statute would be “impermissibly retroactive” (Clue Computing having begun using the domain name before the new dilution statute took effect); but the court found on the merits that the Clue® mark was not famous, that Clue Computing’s use of the domain name did not blur or tarnish Hasbro’s mark, and that in any event the equities would not justify an injunction.... The dilution claim under state law was rejected for lack of proof of any likelihood of confusion, tarnishing, or blurring.

We think that the district court’s thorough and careful analysis justified denial of relief.

OBSCENE, PORNOGRAPHIC OR CONTROVERSIAL DOMAIN NAMES

While registrars have refused to allow the registration of certain domain names, issues still remain. Consider “shitakemushrooms.com.” Network Solutions, Inc. initially refused to register the name. That decision was reversed after the registrant provided information demonstrating the accuracy of the name.

Consider the home page “All Men Must Die” (which apparently is no longer available on the Internet). Note that this is not a domain name and, because of the humor, may not be considered a “hate” site. 

In the alternative, consider a fictional domain name, “all (pick your racial, ethnic, religious, or other group)mustdie.com.”  At the present time there do not seem to be any cases that have addressed this particular issue.  However, note that since Network Solutions, Inc. is no longer the sole registrar of domain names, other registrars have chosen to register words and phrases that were previously rejected.  Therefore, while the issue may not yet have arisen, it will. 

On a related subject, many Americans are aware that The White House uses the domain name “whitehouse.gov.” “Whitehouse.com.” is a web site that makes available pornographic material. A number of individuals, including minors, may have gotten to this site by accident. To add to the controversy, “whitehouse.com” also used images of former President and Mrs. Clinton. The images were removed after the site received a letter from White House Counsel objecting to their use for a commercial purpose. Consider also the ethics involved in this situation.
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DOMAIN NAME ISSUES INVOLVING FOREIGN COUNTRIES

Because of the reach of the Internet, it is possible that Internet sites in one country may violate the laws of another country. Consider, for example, that child pornography, while illegal in the United States, is not illegal in certain other countries. There are also commercial issues, again usually involving domain names.

JURISDICTION

See text page 180 through and including page 182 (including the Zippo case). 
COPYRIGHT

See text, pages 195, “Copyrights in Digital Information” to page 199 up to, but not including “Trade Secrets in Cyberspace.”

IIYPERLINKS AND COPYRIGHT LAW

TASINI v. NEW YORK TIMES (see text, pages 196-197)

OTHER COPYRIGHT ISSUES

 A & M RECORDS, ETC. v. NAPSTER, INC. 114 F.Supp.2d 896 (2000)

Background and facts:

The matter before the court concerns the boundary between sharing and theft, personal use and the unauthorized worldwide distribution of copyrighted music and sound recordings. A&M Records and seventeen other record companies filed a complaint for contributory and vicarious copyright infringement… and unfair competition.

Digital compression technology makes it possible to store audio recordings in a digital format that uses less memory and may be uploaded and downloaded over the Internet. MP3 is a popular, standard format used to store such compressed audio files. Compressing data into MP3 format results in some loss of sound quality. However, because MP3 files are smaller, they require less time to transfer and are therefore better suited to transmission over the Internet.

Consumers typically acquire MP3 files in two ways. First, users may download audio recordings that have already been converted into MP3 format using an Internet service such as Napster. Second, “ripping” software makes it possible to copy an audio compact disc directly onto a computer hard drive; ripping software compresses the millions of bytes of information on a typical CD into a smaller MP3 file that requires a fraction of the storage space.
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It is uncontradicted that Napster users currently upload or download MP3 files without payment to each other defendant, or copyright owners.

Although Napster was the brainchild of a college student who wanted to facilitate music swapping by his roommate, it is far from a simple tool of distribution among friends and family. According to defendant’s internal documents, there will be 75 million Napster users by the end of 2000. At one point, defendant estimated that even without marketing, its “viral service” was growing by more than 200 percent per month. Approximately 10,000 music files are shared per second using Napster, and every second more than 100 users attempt to connect to the system.

Napster currently collects no revenues and charges its clientele no fees; it is a free service. It plans to delay the maximization of revenues while it attracts a large user base.

Defendant eventually plans to “monetize” its user base. Potential revenue sources include targeted email; advertising; commissions from links to commercial websites; and direct marketing of CDs, Napster products, and CD burners and rippers. Defendant also may begin to charge fees for a premium or commercial version of its software. The existence of a large user base that increases daily and can be “monetized” makes Napster, Inc. a potentially attractive acquisition for larger, more established firms.

Napster Inc.’s value—which is measured, at least in part, by the size of its user base—lies between 60 and 80 million dollars. Defendant obtained substantial capital infusions after the onset of this litigation. For example, in May 2000, the venture firm Hummer Winblad purchased a twenty-percent ownership interest in the company for 13 million dollars; other investors simultaneously invested 1.5 million dollars.

The evidence shows that virtually all Napster users download or upload copyrighted files and that the vast majority of the music available on Napster is copyrighted.

Napster, Inc. has never obtained licenses to distribute or download, or to facilitate others in distributing or downloading, the music that plaintiffs own.

Defendant’s internal documents indicate that it seeks to take over, or at least threaten plaintiffs’ role in the promotion and distribution of music. (One corporate executive of the defendant stated that)...ultimately Napster could evolve into a full-fledged music distribution platform, usurping the record industry as we know it today and allowing us to digitally promote and distribute emerging artists at a fraction of the cost (but noting that) we should focus on our realistic short-term goals while wooing the industry before we try to undermine it.

(Because of a mistake by the Plaintiffs) the court cannot rely on documents that would otherwise be “smoking guns” indicating that Napster, Inc. sought to “bypass the record industry entirely,” make record stores obsolete, and “bring about the death of the CD.”
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Defendant’s internal documents also demonstrate that its executives knew Napster users were engaging in unauthorized downloading and uploading of copyrighted music. (One internal document noted that Napster users “are exchanging pirated music. Another stated, “We are not just making pirated music available but also pushing demand.”) Several Napster executives admitted in their depositions that they believed many of the millions of MP3 music files available on Napster were copyrighted.

Internet users may download defendant’s proprietary MusicShare software free of charge from the Napster website. This free software enables users to access the Napster computer network. The software becomes fully functional after users register with Napster by selecting an account name, or “user name,” and a password. Persons who register may include biographical data, but registration does not require a real name or address.... Indeed, after a user logs-on, her physical address information is no longer available to the Napster server.

The music publisher plaintiffs compose music and write songs. They depend financially upon the sale of sound recordings because they earn royalties from such sales. However, they do not get a royalty when a Napster user uploads or downloads an MP3 file of their compositions without payment or authorization. The record company plaintiffs’ sound recordings also result from a substantial investment of money, time, manpower, and creativity.

In contrast, defendant invests nothing in the content of the music which means that, compared with plaintiffs, it incurs virtually no costs in providing a wide array of music to satisfy consumer demand.

To make a profit, the record company plaintiffs largely rely on the success of “hit” or popular recordings, which may constitute as little as ten or fifteen percent of albums released. Many, or all, of their top recordings have been available for free on Napster.

The record company plaintiffs have invested substantial time, effort, and funds in actual or

planned entry into the digital downloading market. BMG Music began to explore digital downloading in early 1996 and has made more than twenty tracks commercially available for downloading through the digital service providers (DSPs) Amplified.com and the Liquid Music Network. BMG has entered several business partnerships, strategic marketing agreements, and clearinghouse relationships to develop a plan for secure, commercial digital downloading; July 2000 was the target date for BMG’s launch.

EMI has developed business plans to distribute its music through several DSPs which represent more than 800 retail websites. All digital downloads that EMI offers will be encrypted and watermarked.

Sony Music Entertainment has already begun to make selected singles available through its websites and those of its artists; to obtain a permanent copy of this music, consumers must pay for the download. As of May 31, 2000, Sony also began selling downloadable music through a distribution network of about thirty-five retail sites.
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Plaintiffs A&M Records, Geffen Records, Interscope Records, Island Records, MCA Records, Motown Records, UMG Records, and Universal Records…. have spent millions of dollars preparing a secure digital distribution system scheduled for launch in mid-summer 2000.

Promotional samples offered by plaintiffs and other retail sites differ significantly from using Napster to decide whether to buy a CD. The record company plaintiffs have made some free downloads available but have limited them in amount and duration. They have not provided entire albums, and the downloads typically have been “timed-out” so that users can only play them for a finite period of time—often less than a month.

Retail sites, such as Amazon.com, offer thirty-to-sixty-second song samples in streaming audio format, rather than as downloads. . .. Unlike downloading, streaming does not copy the music onto the listener’s computer hard drive; it merely allows her to hear it.

In contrast, persons who obtain MP3 files for free using Napster can retain and play them indefinitely—and, even if they download a song to make a purchasing decision, they may decide not to buy the music. While Napster users can burn CDs comprised of unauthorized downloads they obtained to “sample” new songs, sampling on sites affiliated with plaintiffs does not substitute for purchasing the entire disc.

The court finds that Napster use is likely to reduce CD purchases by college students, whom defendant admits constitute a key demographic.

For the reasons discussed in the court’s separate order, the report by defendant’s expert, Dr. Peter S. Fader, does not provide credible evidence that music file sharing on Napster stimulates more CD sales than it displaces...

Defendant’s economic expert, Dr. Robert E. Hall, opines that plaintiffs’ music could still command a high price after a period when the price has been zero due to Napster use; thus, he concludes, plaintiffs will not suffer irreparable harm between now and a trial verdict against defendant. This argument does not square with Hall’s assertion that preliminarily enjoining defendant will put it out of business because users will switch to services offered by “kindred spirits.” If this is true, consumers will not necessarily resume buying music if Napster is enjoined; rather, they will go to other sites offering free MP3 files. Indeed, as Dr. David Teece avers, defendant has contributed to a new attitude that digitally-downloaded songs ought to be free—an attitude that creates formidable hurdles for the establishment of a commercial downloading market.

The availability of free MP3 music files elsewhere in cyberspace means that enjoining Napster fails to provide a complete panacea for plaintiffs’ problems. However, arguing that third-parties also facilitate unlawful activity does not constitute valid defense to claims of contributory and vicarious copyright infringement.

Even if Napster users sometimes download files to determine whether they want to purchase a CD, sampling on Napster is vastly different than that offered by plaintiffs. On Napster, the user—not the copyright owner—determines how much music to sample and how long to keep it.

-12-

Opinion by Judge Marilyn Hall Patel: Plaintiffs have established a prima facie case of direct copyright infringement. As discussed above, virtually all Napster users engage in the unauthorized downloading or uploading of copyrighted music; as much as eight-seven percent of the files available on Napster may be copyrighted, and more than seventy percent may be owned or administered by plaintiffs.

Defendant asserts the affirmative defense of fair use and substantial non-infringing use. The latter defense is also known as the staple article of commerce doctrine. [The] Sony case stands for the rule that a manufacturer is not liable for selling a “staple article of commerce” that is capable of commercially significant noninfringing uses.” The Supreme Court also declared in Sony, “Any individual may reproduce a copyrighted work for a ‘fair use’; the copyright holder does not possess the exclusive right to such a use.

For the reasons set forth below, the court finds that any potential non-infringing use of the Napster service is minimal or connected to the infringing activity, or both. The substantial or commercially significant use of the service was, and continues to be, the unauthorized downloading and uploading of popular music, most of which is copyrighted

Privacy Issues

Computers and the Workplace

Can an employer monitor an employee’s use of the computer? The employee’s e-mail? The telephone? Employers regularly do, and arguably should, monitor their employees’ use of a computer. However, it is critically important that an employer have a policy that clearly and specifically reserves to the employer the right to monitor an employee’s computer usage. It is also critically important that this policy be followed and enforced by the employer. This policy may specify that Internet use at work shall be for “business purposes only” or words to that effect. Because of the potential for sexual harassment (as well as other) issues, the policy should also prohibit “inappropriate, indecent or patently offensive” material.

Traditionally, employers have relied on an employee’s waiver of any right to privacy. After all, the computer is the property of the employer. The computer runs on electricity provided by the employer. Likewise, a telephone is the property of the employer and the employer pays for the cost of the telephone calls. However, an employer should give notice to all employees that their computers and telephones are subject to monitoring and that they are presumed to “consent” to this monitoring.

The reason for this is federal and sometimes state, law. Federal law (Title 18 USC Section 2511) makes it illegal, with certain exceptions, for anyone to “intentionally intercept, endeavor to intercept, or procure any other person to intercept or endeavor to intercept, any wire, oral, or electronic communications.” Federal law provides an exception if there is “lawful consent”
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California Penal Code Section 632 provides that “Every person who, intentionally and without the consent of all parties to a confidential communication, by means of any electronic amplifying or recording device, eavesdrops upon or records the confidential communication, whether the communication is carried on among the parties in the presence of one another or by means of a telegraph, telephone, or other device, except a radio, shall be punished by a fine not exceeding two thousand five hundred dollars... or imprisonment in the county jail not exceeding one year, or in the state prison, or by both that fine and imprisonment. . ..“ This means that all parties to a telephone conversation must “consent” in order for it to be recorded. This section also seems to apply to e-mail.

Computers and Crime

While “hacking” probably gets the greatest attention from the news media, there are few, if any crimes, that cannot be committed or aided by a computer.  Whether it is a child pornography ring that makes material available on the Internet, cyberterrorists or industrial espionage, companies must take steps to make sure that it, by way of company computers, is not an unknowing participant in criminal activity.  The problem is complicated by the fact that the Internet provides anonymity.  This makes it more difficult to detect crime, and bring those responsible, to justice. The problem may not be limited to current employees. Once an employee has terminated his employment, the employer must immediately take steps to assure that the now former employee can no longer access company data bases.  

United States v. Robert Tappan Morris 928 F.2d 504 (1991)

[This is an] appeal by Robert Tappan Morris from the May 16, 1990, judgment of the District Court… convicting him, after a jury trial, of violating 18 U.S.C. Sec. 1030(a)(5)(A).  Morris released into INTERNET, a national computer network, a computer program known as a “worm” that spread and multiplied, eventually causing computers at various educational institutions and military sites to “crash” or cease functioning.

In the colorful argot of computers, a “worm” is a program that travels from one computer to another but does not attach itself to the operating system of the computer it “infects.”  It differs from a “virus,” which is also a migrating program, but one that attaches itself to the operating system of any computer it enters and can infect any other computer that uses files from the infected computer.

We affirm.

In October 1988, Morris began work on a computer program, later known as the INTERNET  “worm” or “virus.”  The goal of this program was to demonstrate the inadequacies of current security measures on computer networks by exploiting the security defects that Morris had discovered.  The tactic he selected was release of a worm into network computers.  Morris designed the program to spread across a national network of computers after being inserted at one computer location connected to the network.  Morris released the worm into INTERNET, which is a group of national networks that connect university, governmental, and military computers around the country….
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Morris sought to program the INTERNET worm to spread widely without drawing attention to itself.  The worm was supposed to occupy little computer operation time, and thus not interfere with normal use of the computers.  Morris programmed the worm to make it difficult to detect and read, so that other programmers would not be able to “kill” the worm easily.

Morris also wanted to ensure that the worm did not copy itself onto a computer that already had a copy.  Multiple copies of the worm on a computer would make the worm easier to detect and would bog down the system and ultimately cause the computer to crash.  Therefore, Morris designed the worm to “ask” each computer whether it already had a copy of the worm.  If it responded “no,” then the worm would copy onto the computer;  if it responded “yes,” the worm would not duplicate.  However, Morris was concerned that other programmers could kill the worm by programming their own computers to falsely respond “yes” to the question.  To circumvent this protection, Morris programmed the worm to duplicate itself every seventh time it received a “yes” response.  As it turned out, Morris underestimated the number of times a computer would be asked the question, and his one-out-of-seven ratio resulted in far more copying than he had anticipated.  The worm was also designed so that it would be killed when a computer was shut down, an event that typically occurs once every week or two.  This would have prevented the worm from accumulating on one computer, had Morris correctly estimated the likely rate of reinfection….

On November 2, 1988, Morris released the worm from a computer at the Massachusetts Institute of Technology.  MIT was selected to disguise the fact that the worm came from Morris at Cornell.  Morris soon discovered that the worm was replicating and reinfecting machines at a much faster rate than he had anticipated.  Ultimately, many machines at locations around the country either crashed or became “catatonic.”  When Morris realized what was happening, he contacted a friend at Harvard to discuss a solution.  Eventually, they sent an anonymous message from Harvard over the network, instructing programmers how to kill the worm and prevent reinfection.  However, because the network route was clogged, this message did not get through until it was too late.  Computers were affected at numerous installations, including leading universities, military sites, and medical research facilities.  The estimated cost of dealing with the worm at each installation ranged from $200 to more than $53,000.

Morris was found guilty following a jury trial….  He was sentenced to three years of probation, 400 hours of community service, a fine of $10,050, and the costs of his supervision.

NOTE:  Had Morris not confessed to the crime, the government might not have been able to secure a conviction because of an inability to prove that Mr. Morris was the perpetrator.

United States v. Robert Alan Thomas 74 F.3d 701 (1996)

Robert Thomas and his wife Carleen Thomas began operating the Amateur Action Computer Bulletin Board System (“AABBS”) from their home in Milpitas, California in February, 1991.  The AABBS was a computer bulletin board system that operated by using telephones, modems, and personal computers.  Its features included e-mail, chat lines, public messages, and files that members could access, transfer, and download to their own computers and printers… After purchasing sexually-explicit magazines from public adult book stores in California, Defendant 
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Robert Thomas used an electronic device called a scanner to convert pictures from the magazines into computer files….. The AABBS contained approximately 14,000 GIF files.  Mr. Thomas also purchased, sold, and delivered sexually-explicit videotapes to AABBS members.  Customers ordered the tapes by sending Robert Thomas an e-mail message, and Thomas typically delivered them by use of the United Parcel Service.

Persons calling the AABBS without a password could view the introductory screens of the system which contained brief, sexually-explicit descriptions of the GIF files and adult videotapes that were offered for sale.  Access to the GIF files, however, was limited to members who were given a password after they paid a membership fee and submitted a signed application form that Defendant Robert Thomas reviewed.  The application form requested the applicant’s age, address, and telephone number and required a signature.

In July 1993, a United States Postal Inspector…received a complaint regarding the AABS from an individual who resided in the Western District of Tennessee.  [The postal inspector] dialed the AABBS’ telephone number.  As a non-member, he viewed a screen that read “Welcome to AABBS, the Nastiest Place on Earth,”  and was able to select various “menus” and read graphic descriptions of the GIF files and videotapes that were offered for sale.

Subsequently, [the postal inspector] used an assumed name and sent in $55 along with an executed application form to the AABBS.  Defendant Robert Thomas called [the postal inspector] at his undercover telephone number in Memphis, Tennessee, acknowledged receipt of his application, and authorized him to log-on with his personal password.  Thereafter, [the postal inspector] dialed the AABBS’s telephone number, logged-on and, using his computer/modem in Memphis, downloaded the GIF files listed in counts 2-7 of the Defendants’ indictments.  These GIF files depicted images of bestiality, oral sex, incest, sado-masochistic abuse, and sex scenes involving urination.  [The postal inspector] also ordered six sexually-explicit videotapes from the AABBS and received them via UPS at a Memphis, Tennessee address.

On January 10, 1994, a search warrant was issued by a U.S. Magistrate Judge for the Northern District of California.  The AABBS’ location was subsequently searched, and the Defendants’ computer system was seized.

On January 25, 1994, a federal grand jury for the Western District of Tennessee returned a twelve-count indictment charging Defendants…with criminal violations….

Both Defendants…appeared twice in federal district court for the Northern District of California…before being arraigned…in federal court in Memphis, Tennessee…. Both Defendants were tried by a jury in July, 1994.  Defendant Robert Thomas was found guilty on all counts except count 11 (child pornography).  Defendant Carleen Thomas was found guilty on Counts 1-10.  The jury also found that the Defendants’ interest in their computer system should be forfeited to the United States….  They filed their notices of appeal…
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18 U.S.C. Section 1465 provides:  Whoever knowingly transports in interstate or foreign commerce for the purpose of sale or distributions, or knowingly travels in interstate commerce, or uses a facility or means of interstate commerce for the purpose of transporting obscene material in interstate or foreign commerce, any obscene, lewd, lascivious, or filthy book, pamphlet, picture, film, paper, letter, writing, print, silhouette, drawing, figure, image, cast, phonograph recording, electrical transcription or other article capable of producing sound or any other matter of indecent or immoral character, shall be fined under this title or imprisoned not more than five years, or both.  

The subject matter in Carlin – telephonic communication of pre-recorded sexually suggestive comments or proposals – is inherently different from the obscene computer-generated materials that were electronically transmitted from California to Tennessee in this case.  

The record does not support Defendants’ argument that they had no knowledge, intent or expectation that members of their AABBS would download and print the images contained in their GIF files.  They ran a business that advertised and promised its members the availability and transportation of the sexually-explicit GIF files they selected….  Affirmed 

Trade Secrets

See text, page 199, “Trade Secrets in Cyberspace.”

Given the amount of information that companies maintain on computers, a serious problem facing all companies is how to maintain the confidentiality of proprietary, trade secret and/or confidential material. With little more than a single key stroke, an employee (and perhaps an ex-employee) can, either intentionally or unintentionally, distribute confidential information of an employer.  This information can go to a single recipient, or be posted to millions of Internet users.  Hackers may also be able to do the same.   

Religious Technology Center v. Netcom 907 F.Supp. 1361 (1995)

Plaintiffs, two Scientology-affiliated organizations, brought suit against defendant Dennis Erlich, a former Scientology minister turned vocal critic of the church, claiming he violated copyright and trade secret protection for the writings of the Church’s founder, L. Ron Hubbard, by alleged posting plaintiffs’ protected works onto the Internet.  

On September 22, 1995, this court issued a preliminary injunction against defendant Erlich which restrains and enjoins him from all unauthorized reproduction, transmission, and publication of any of the works of L. Ron Hubbard which were identified on Exhibits A and B….  However, the injunction specifically does not prohibit defendant Erlich’s “fair use” of the materials….  

To establish copyright infringement, plaintiffs must demonstrate (1) they own a valid copyright and (2) Erlich violated one or more of their exclusive rights, including, inter alia, the rights to reproduce or prepare derivative works from the original or to distribute or display copies publicly (citing Feist Publications, Inc. v. Rural Telephone Service Co.)
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Plaintiffs previously provided copies of assignment and licensing agreements purportedly showing the necessary chain of title from Hubbard, the author of the works, to plaintiffs.  

An author’s exclusive rights to reproduce, distribute, and display a copyrighted work…are limited by the defense of “fair use”:  …the fair use of a copyrighted work, including such use by reproduction in copies…or by any other means specified in that section, for purposes such as criticism, comment, news reporting, teaching (including multiple copies for classroom use), scholarship, or research, is not an infringement of copyright.

…the court is persuaded for the purposes of this preliminary motion that downloading from the Internet should be considered “fair use” particularly where the downloading is done “blind,” i.e. downloading an entire file without prescreening its contents, which is what Erlich alleges he did, and where, as this court found in its September 1995 order, there is no evidence that at-home, non-public activity impacts the market for the works at issue.

 The court also notes in several cases what Erlich allegedly downloaded appears to constitute “fair use” of the works in question.  For example, Erlich is accused of copyright infringement of item 19 because he allegedly made a photocopy of one page of a 262 page book and had allegedly downloaded a posting by someone else of 5 sentences from that book with a half page commentary; of item 20, he allegedly downloaded a posting by another of two pages of a 225 page book with 3 sentences of commentary; of item 21, he allegedly downloaded the posting of another of (sic) half a paragraph of a 984 page book and 2 pages of a 962 page book, of item 24, Erlich allegedly downloaded the posting by another of one half page of a 225 page book with three paragraphs of commentary, and of item 28, Erlich allegedly downloaded the posting of another of one paragraph from the Technical Dictionary and four pages from a 485 page book.  Erlich’s possession of other items in this category may also qualify as constituting “fair use” but are not as clearly so….

With respect to the other works on Condensed Exhibit A-1 and Exhibit B-1, Erlich argues that his use is purely for nonprofit criticism and plaintiffs have provided no evidence to the contrary.  Since use for the purpose of criticism weighs in favor of fair use, the court finds this factor weighs in Erlich’s favor….  There is no evidence that Erlich gains financially from his criticism of the Church.  Therefore, based on the clearly noncommercial nature of Erlich’s use for the protected purpose of criticism, the court finds that the first fair use factor weighs slightly in Erlich’s favor despite the minimally transformative nature of Erlich’s use.

The second factor focuses on whether the copyrighted work is published or unpublished and whether it is information or creative.  In its Preliminary Injunction Order, this court found that this factor weighs in favor of Erlich as to the Exhibit A works, which are published and primarily informational….  Therefore, this factor weighs in Erlich’s favor for the same reasons noted in this court’s Preliminary Injunction Order.

The Exhibit B works, however, are unpublished.  Although the unpublished nature of a work should not itself bar a finding of fair use… “the scope of fair use is narrower with respect to unpublished works.”
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The third factor concerns both the percentage of the original work that was copies, and whether that portion constitutes the “heart” of the copyrighted work….  The copying of an entire work will ordinarily militate against a finding of fair use, although this is not a per se rule….  The amount of copying that is acceptable will depend on the character of the use and degree to which the copy transforms the original….

It appears that of the Condensed Exhibit A-1 works which Erlich both downloaded and posted, Erlich copied or posted a varying degree… allegedly posting four and one half pages of a 132 page book with three sentences of commentary to posting three and one half pages of a five and one half page policy without commentary….  Moreover, plaintiffs argue that in some cases Erlich copied that portion of the work that constituted the “heart” of the work.  Overall, this factor weighs in plaintiffs’ favor….  Although defendant may have only posted a small percentage which weighs in his favor, these works are unpublished which lowers the amount of copying which is needed to tip the balance in plaintiffs favor.

The fourth and final statutory factor concerns “the extent of market harm caused by the particular actions of the alleged infringer” and “’whether unrestricted and widespread conduct of the sort engaged in by the defendant… would result in a substantially adverse impact on the potential market’ for the original.

Plaintiffs reiterate their contentions from previous filings that Erlich’s posting of plaintiffs’ copyrighted works over the Internet is likely to cause them irreparable harm particularly with respect to the unpublished works.  It seems questionable that Erlich’s noncommercial use, or even widespread conduct like Erlich’s, would diminish or prejudice the potential sale of plaintiffs’ works, interfere with their marketability, or fulfill the demand for the works. 

In balancing the various factors with respect to the downloaded and posted works contained on Condensed Exhibit A-1 and Exhibit B-1, the court finds, for the same reasons stated in its Preliminary Injunction Order, that the percentage of plaintiffs’ works copied combined with the minimal added criticism or commentary negates a finding of fair use…  Erlich has not adequately justified his verbatim copying of large portions of plaintiffs’ works.

With respect to the works contained on Condensed Exhibit A-1 and Exhibit B-1 which were only downloaded but not posted the court finds “fair use” for purpose of this equitable proceeding….

…. Although the court has doubts as to whether plaintiff will ultimately be able to establish that it owns any trade secrets serious questions have been raised as to whether the specific processes (i.e., the sets of questions asked by a Scientology minister or auditor or the specific steps taken by a parishioner during self-counseling) and the instructions related thereto contained in the exhibits listed on Exhibit b-1 constitute trade secrets.

Some of the district courts which have considered the trade secret status of the Advanced Technology materials have found that they have entered the public domain.
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Despite RTC and the Church’s elaborate and ardent measures to maintain the secrecy of the [Advanced Technology] Works, they have come into the public domain by numerous means.  RTC’s assertion that the only way in which the materials have escaped its control was through two thefts in Denmark and England was not supported by the evidence.  A former senior Scientology official testified to ongoing difficulties the Church incurred in keeping the Works secret, including members losing materials in their possession.  The evidence also showed portions of the Works have been made available on the Internet through persons other than Lerma, [Religious Technology Center v. Lerma, 908 F.Supp. 1362 (1997)] with the potential for downloading by countless users. 

Furthermore, the Lerma court specifically recognized the significance of posting to the Internet, which gives free access of the materials to millions of users.  

Once a trade secret is posted on the Internet, it is effectively part of the public domain, impossible to retrieve.  Although the person who originally posted a trade secret may be liable for trade secret misappropriation, the party who merely down loads Internet information cannot be liable for misappropriation because there is no misconduct involved in interacting with the Internet. 

…The question of when a posting causes the loss of trade secret status requires a review of the circumstances surrounding the posting and consideration of the interests of the trade secret owner, the policies favoring competition and the interests, including first amendment rights, of innocent third parties who acquire information off the Internet.

…The relevant inquiry is whether the documents for which trade secret protection is sought are “generally known to the relevant people – the potential ‘competitors’ of the Church.”
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