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Cloud Computing

  [music playing to 07:27 ]

Matt Kenny:  That's some, in some ways, some scary stuff there. You know what I take away from that is some increasing complexity in the world. That we have to somehow manage. And a shift in how a new generation of workers, which may be members of our own family, view and interact with that world. And so, I wanted to think about, well let's think about things differently. But I think those two points kind of bring us back to why cloud computing is important. One, it can give us the ability to focus on our core business. And I notice we have a lot of I.T. people in the room. And this topic can be kind of scary to I.T. people. I.T. people like me, because we kind of say; well am I still important am I still relevant. I think shift happens to us as I.T. people as well. And we may go from plugging in cables to managing service level agreements. Deciding what applications are relevant. I think it's also interesting to talk about what cloud computing means to the new generation of worker. Who expect to go online, on a mobile phone, on an ipad and get to information that way. And don't necessarily expect to be sitting at a desk all day everyday to do their job.

So there's two things that I can up hold from that, those global trends in terms of how they impact us from an I.T. perective. Any other thoughts on concerns about that information. [laughter] Yeah?

Audience member:  [ inaudible 09:20] About this you start realizing you can't know it all and sort of back off and relax. [ inaudible 09:28] Comfortable.

Matt:  Yeah I think that's a great point, again kind of ties back to the idea of cloud computing. Which is at it's root kind of an outsourcing strategy. Right?, we're gonna let somebody else take care of that stuff. And we'll talk about the cost and the economics there. So Mike gave me the quick introduction. I started out in accounting, so I tend to think of things in a business perspective. But I've been in technology for the last 16 years, implementing financial and sales systems. So business automation systems from accounting to CRM type systems. And I've seen this shift and this change towards cloud computing and seen some reasons for it. And had some concerns about maybe why we shouldn't rush into it on some of our applications. I talked to some people this morning about: hey we're doing some of our stuff in the cloud, we love it. We're doing some other stuff in the cloud and I'm not really thrilled with performance. And for different applications there are different impacts there. So we'll talk about that.

So I think it's important to note, we're not dealing with a recession or a depression in this discussion. One of those cyclical things, this is a long term trend. And I really believe it's a long term because there are economics behind it. What's driving this increasingly competitive world is the technology itself, but also things like six sigma. Which is the institutionalization of continuous improvements. So if things have to constantly get better, which puts pressure on all of us from a competitive standpoint. We all have to increasingly get better.

So there's sort of this loop between technology, which is creating this competitive environment, and then also enabling more technology. So let's talk about just what is cloud computing and try to put a box around this. So we've got the web we've got maybe some hosting agreements. I want to try and focus this on, we can differentiate between the public cloud. So if I want to have Amazon take care of all my backups for me, that's going to happen through the Internet. That would be a public cloud application. They're offering that to everybody.

There's also a private cloud strategy. Which is implemented by some larger companies, where basically we're going to create our own data center. We're going to virtualize service. And we're going to make that service available to our company. Rather than deploy this in a client server, or we have code on lots of desk tops. And I know, Cheryl to some degree is doing this right now. So for the restaurants you're really creating that private cloud environment within your organization. So that you're storing the data centrally. But other people have access, when they need it, over the Internet.

So those are two distinctions we want to make in the world of cloud computing. So one of the things I think we should talk about is, is this just this years buzz word. Or is this really happening long term.

So, there is always something hot in IT and there's the new thing that you have to get on. When somebody was talking about their days at IBM long ago and so, you might say, "Well, yeah, cloud computing, I remember that when we have mainframes and service bureaus." It is similar in terms of economics. We did that because the resources were so expensive that lots of people had to share them. The economics are little bit different now. There is such broad access that it's easier for people to share them.

So, just kind of by raise of hands, who thinks that this it is going to fundamentally change how technology is provided? OK. We got maybe half the room. So, if delivered properly, it can provide instant value to my company. All right. I think we might have to work on instant. It's instant like this week or it's instant in five minutes but, yeah, and I think there's some truth to that in some cases. How about it might work for another company but probably not for me? [laughs] All right. [laughter] What line of business are you in?

Audience member:  We moved pretty well around the world.

Matt:  OK, interesting. There are somewhat... [laughter] . So, you are dealing with a lot of data in terms of logistics.

Audience member:  Yes, sir.

Matt:  So, there's an enormous amount of data that has to be stored somewhere and you have to get to it from a lot of different places, right?

Audience member:  Yeah.

Matt:  So, I would argue there might be some applications there but when you got to get a truck from here to there, that's not going to happen through the Internet. So that part of the business, I definitely agree with you. Anybody said pure buzz word, just a bunch of hype, not buying it? OK. Everybody is on board.

Audience member:  Yeah.

Matt:  Yeah. I think there's some hype there.

Audience member:  Microsoft is making a lot of money.

Matt:  They certainly are. They certainly are. Mike shared this on the Wall Street Journal. It talks about is it hype or not. It's real because it's in the Wall Street Journal. It's also a special advertising section, right? [laughter] So... [laughs]

Audience member:  I paid for that ad.

Matt:  That's right. [laughs] There goes the budget. [laughs] Yeah, OK. So, I think there's definitely some hype around it. How far have we really come? What's the difference? Computers used to look like this. Now, they look a little bit different. We used to share resources back in the mainframe days and the real change is the network. So, it's how things are connected and how easily we can access this stuff. Anybody have the very first iPod, that was when you get your CDs and then you rip them on your computer and then you sync it up and that was pretty cool. But, when iTunes was widely available and full of content, now, we have this network. We have this cloud of entertainment that we can download. Suddenly, that's what really transforms this and now, we've got a cloud application instead of just kind of a neat piece of hardware. And that's the big change we are talking about. So, what are the concerns? A lot of these we will look back to it at the end as we talk about negotiating service level agreements.

Great for startups. I think about if I was starting a business today, would I go out and buy a whole bunch of servers? Certainly not. It wouldn't be the first thing I do. But, just the scale up and I think in certain applications, if we are talking about salesforce.com, that's an application that McGladrey uses. We've got hundreds and hundreds of users. That scales up very well. That's proven in the thousands and thousands of users. In some of the niche applications, frankly, I have some concerns where you've got niche software providers that said, "Let me take my old architecture and I'll just try and turn this into a web app."

So, I think we've got some concerns about scalability there. Business models change a little bit. I think that's mostly a positive change. Most of what we seen in the cloud is subscription based pricing. So, there's some built in cash flow advantages to that. So, yeah, we can probably sustain that. What if the network goes down or what if it is just kind of slow? And I can't really do a lot about it because it's somebody else's resources. So, that's something we need to talk about in a service level agreement.

What if I can't afford to pay my monthly service bill? So, I stop paying them. I don't get service anymore. What happens to all my data? Is anybody using NetSuite? Any net NetSuite? I worked with a client and they said, "Well, we want some insurance here so we are going to pay them a little bit extra to get backups of our data." So, NetSuite is a hosted accounting ERP CRM package. So, it is in the cloud. You subscribe on a monthly basis and they said, "Well, we want the comfort of still having our data." So, every month they get a DVD that contained their data.

One time, they tried to actually restore it and they couldn't figure out how to work it, didn't make any sense. It wasn't working with their programs, couldn't read it, called NetSuite. They said, "Oh, that's only good to restore back into our environment." That's not really going to work for you to take your data and go somewhere else. So, as we talk about getting backups and who owns that data, that's a really key consideration.

Integrating to other systems maybe one of the biggest challenges although technology has made great advances in that area using web services to communicate. But, still, it's easier if I've got two servers in my own office and I need to share data between them. Right now, that's still a lot easier than doing it between two cloud applications in most cases. As the environment matures, people are building some of that stuff in. Anybody had any experience with e‑discovery?

That's a very painful process. That's when you get a summons that says, "We need some information from you. And basically what we want is all the emails you sent ever on this topic." And so if we talk about outsourcing something like our email service, again who owns that data? How long is it archived? And how do we get to it?

Audience member:  Where would that summons come from? A law suit?

Matt:  Yeah. Anybody filing suit against you. So we worked with a client that manufactured a device that contained a laser. Somebody used it improperly and it started a fire, and so they were sued. And they said, "Well, we want every email that you ever sent about the safety issues of this laser, because we think you knew this was potentially possible." Well, that's an enormously expensive undertaking. So if we are outsourcing messaging to the Cloud, we want to make sure that we have clauses in there that say they are going to support us in that discovery process. They have some search tools to help us find that stuff. So, lots of concerns here but there are some overriding factors that I think just make it make a lot of sense.

The fact is people get concerned about their security of their data in the Cloud. And the reality is that companies doing this as their primary line of business, probably have better security than most mid‑sized organizations can afford to deploy. Most mid‑sized organizations can't afford to have somebody dedicated to security, to firewall, to virus protection. That's just something that somebody else is doing as a part of a larger job.

So, one of the things to look for is SAS 70 Type II audited environments. And I don't say that just because McGlader has a very strong practice in providing SAS 70 Type II audits. But, that's where somebody actually goes in and says, "Yeah, they're keeping your data secure." So if we audit company A, but company A is storing all it's data at company B, we need to have some assurance that company B is keeping that data safe. So this is what I think is really different. The level and quality of Data Center is probably far beyond what an individual organization can deploy on their own.

So this is one of my favorite charts. Gardener puts this out on a regular basis, and this is the Hype Cycle. So we talked about how much of Cloud computing is really hype. So I really love their titles here. So we have some technology trigger, so scientists somewhere discovered something and maybe that's going to emerge as a new technology.

And then on the far side we have the plateau of productivity. People are really using this stuff. So Pin centric Table PCs, people are really using those in certain industries. No big thing, they are getting benefit from it, it makes sense. But in‑between that, we have the peak of inflated expectations. We have the trough of disillusionment and then we have the slope of enlightenment as we figure out how to use these things.

So where are we really? Gardener is showing Cloud computing just coming down from the peak of inflated expectations. So there has been a lot of talk about it. It's in the Wall Street Journal, it's come up as a topic that is relevant enough for us to discuss. But I think we really need to be realistic as we go into this and say, what things make sense to outsource? And I think it comes down to the application.

If we are talking about specialized manufacturing, and you have sunk costs into that application. I am not sure that it makes sense to stop everything that you are doing now and pay somebody a monthly fee to do that for you. That may not make sense. So the idea that Cloud computing is just going to take care of everything for us, I think we're kind of coming down from the top of the hype cycle. That's Gartner's perspective. We need to get down here in the reality and then people start using this stuff and it makes more sense.

And I think it varies. If we are taking about CRM applications, Microsoft CRM online, or SalesForce.com. Those are proven applications and they have been out there a long time. I think as we get into the idea that a business doesn't need to have any servers at all, maybe we are not really quite there. I had a discussion this morning about large files, so we are scanning all of our documents. We've got a 5MG file we need to open and it's out in the Cloud somewhere. I've got to get that down to my device to be able to read it, and moving 5MG of data through the pipe is moving five MGs of data through the pipe. Only a faster Internet connection makes that go faster. There are these certain constraints that we are going to have to deal with.

But as we talk about the economics that are driving this, that are eventually going to make it real, why does this make sense. What we see here is a usage graph and we are looking at two different companies. So we are looking at H&RBlock.com, which spikes here at the beginning of the year and you can probably guess what this spike is here. That's about April 15th and then we've got Kohl's which is a retailer.

They're spiking at different times and this is why large scale public Cloud makes sense. Because if somebody can provide that service to them, they can balance those loads. There's not just the seasonality, there's time of day loads. So when people start searching Google in Japan, people are stopping and searching Google in the U.S. So people can deploy just enough computing power to meet the need. Whereas if you're Kohl's and you're doing this on your own, you better be way up at the top there or you are losing orders during the Christmas season. Right? So you've got to provision IT at the highest level, whereas the cloud is more elastic.

There is a couple different drivers and I think this speaks longer‑termed to "Do I build my own cloud, or do take advantage of some public cloud?" So one ‑‑ the first one versus client/server versus cloud computing. And when we talk about MIPS ‑‑ that's millions of instructions per second ‑‑ so basically one line of code processed, you can think of it that way. So we can drop that significantly as we increase the number of transactions, but very low transactions, it's pretty high, because we're going through the Internet, we've got firewall, we have security concerns.

The second chart is about total cost of ownership per server, and this is my ‑‑ this data is coming from Microsoft, by the way ‑‑ this is Microsoft's argument for the public cloud. So even at 100 servers in your data center, you're looking at probably a little more than $5,000 a server to keep those things running. As you approach 100,000 servers, the cost of the server approaches the cost of the electricity to run the server. They actually get to a point where the cost of running each server is so closely tied to the electricity that they build the data center next to the Columbia River where they have really cheap hydroelectric power.

Now it's not going to make sense for you to move your office close to a cheap electrical source probably, but at those levels of volume, they're getting the costs that low that it actually makes sense to do that kind of thing. That's why I think this isn't just this year's model and the next hype ‑‑ because this is happening right now. I mean, Google is building these data centers, Microsoft is building the data centers, and so the computing power is going to be there and the costs are going to drop.

So how does this make sense for a family business? I think part of it is the broad access to data, and we've seen this with some of our clients, so if your accountant maybe gets married and his or her spouse lives somewhere else, and they decide to relocate, then maybe you just get yourself a new accountant. But if that's a family member, then we might like them to continue doing their job from their new location. And if we've got all our applications in the cloud, it doesn't really matter where we access them from.

So there's a certain amount of flexibility that's inherent in that. It's in the cloud already. Somebody already figured out how to get it from their data center to our office. It really doesn't matter where our office is. It really doesn't matter if I'm accessing from home or the office or wherever. So I think that's an important consideration.

The biggest one is that family business is still business, and it's about ROI. So when we talk about return on investment, because of the economics of the cloud, we can get our costs down. I had some discussions about this topic with a company called Intact that does financial applications. And I said, "Well, you still have to make money, right?" So there's an added cost in there, and they said, "Well, we can do it so much more efficiently," but they did concede that compared to organizations that do not maintain their systems, they're actually more expensive. Because they said, "We're going in ‑‑ we're putting in a first‑class data center. We're patching everything. We're making sure it's secure. And if you compare us to somebody who got their server from Dell and they plugged it in and they ran it and never touched it again until it completely broke ‑‑ yeah, maybe we're not competitive in terms of dollars, but if you take into account the impact of downtime and everything else, in general the cloud solutions are cost‑effective from an ROI standpoint."

Anytime, anywhere access. We can limit our IT resources. I talk to a lot ‑‑ I notice a lot of people were already outsourcing IT, because what you found is maybe you need half an IT person. So it just makes sense to outsource it rather than hire a full time FTE. And cloud allows us to do that to some degree. So we're outsourcing that piece of our IT.

Easy or less expensive to customize, more flexible, more open. I think that's true in some cases. I don't think that's true in all. I think because the larger cloud providers are offering this up to everybody, they've had to incorporate some tools to customize it. Where some of the on‑premise software, they say, "Well, you own it. It's on your server, so you can change the source code and you can do whatever. So in some cases they haven't made the tools as easy to use.

I think there's a real advantage here, and this kind of goes along with the ROI, but turning a CapEx ‑‑ a capital expenditure ‑‑ into an operating expenditure. It makes it easier to budget. It preserves capital, so for the finance people everybody can figure "present value," right? So you can take that stream of payments and you can say, "How does that align to if I just bought software licenses," but there's also the idea of risk, once I buy some upfront licenses in the traditional model, I'm stuck with them. Microsoft doesn't want those licenses back. They can't do anything with them. Whereas if I subscribe to an online application, and I find, "Eh, it's not really working for me," I can get out of that with limited loss of expenditure.

AICPA and the Federal Government are starting to get behind the idea of cloud computing. And this is kind of that, getting to the apples to apples total cost of ownership. So it's easy to say if you were just to take the subscription fee of a cloud application and compare that side by side, do the present value calculation. You'd probably say that cloud is more expensive, but if you're taking into account training and maintenance and patching and the cost of the hardware that you're running it on and the cost of the IT personnel, then we get a truer picture.

I think what you have to be careful of is, "Well, I've already got an IT person, and I'm not going to get rid of him just because I've outsourced this application." So those ROI calculations ‑‑ you've got to be really careful that it truly is apples to apples, and we're really going to save costs where we think we are.

Oh, by the way, does anybody know the number one question asked in any presentation? It doesn't matter what the topic is, the question is, "Can I get the slides?" So the answer is "yes," you can get the slides. If you come up and give me a business card ‑‑ I didn't want to kill too many trees printing these out, and especially, they get so small you can't read a lot of the text ‑‑ but if you want to hand me a card afterwards, I'd be happy to email you a link to download them. They'll be up in the cloud, but I'll send you the link to download those. Because there's a lot of good info here, but like I said, I didn't want to bury folks in paper.

This is one of the things we've seen from outsourcing financial applications through the cloud is the ability to easily collaborate with your CPA or other external advisers or other family members. So if it's in the cloud, again, everybody can get to it. We can control access through security tools.

But we do some smaller business write‑up work, where we're in effect acting as the accountant for the business, but the business owner can always get in there and see the books at any time, because we both have access to the same system. In the past, we accomplished that same thing by emailing QuickBooks files back and forth, but there's always confusion about, "Do I have the right one?" and "Is this one current?" and "Is this getting backed up?" And so the cloud has really improved that process for us.

This is ‑‑ I kind of threw out this example before ‑‑ if we're in a start‑up business, if you're looking at opening a new segment of business, spinning off something. This is really a great time to look at the cloud and say, "Why would I invest in things like an email and file server? Do I need something actually built on premise?" And I think these are the reasons why you might not do those things, and so, one, just focus on my core business. I'm not going to worry about IT. I'm not in the IT business. I'm in the restaurant business or the logistics business. I don't want to be in the IT business, so I'm getting out.

And I've been surprised at the number of our existing clients that have ‑‑ McGladrey does some hosting. We've got our own data center, and we host applications for some of our clients. People that have already deployed infrastructure ‑‑ they've already got the servers in place ‑‑ they said, "Well, you know, they're getting older. I'm going to have to replace them at some point. I'm tired of patching them. I want ‑‑ even though I have a certain amount of sunk costs ‑‑ I want to shift that to you because I just want out of the IT business."

So we're seeing that increased focus on the core, conserving capital, increased speed to market. Traditionally, as I go out and implement business systems, people say, "Well, about how long is this going to take? And it's usually, "Well, it's about three or four months." And then, "Well, why does it take so long?" "Well, the first thing is, you probably need to go get a piece of hardware to run this software on." So we've got a two or three week delay as somebody provisions a server.

In the cloud model, we start today, configuring it, loading data for your business. So that I think of it as time to value ‑‑ how quickly do I start getting some benefit from my investment? And that's much quicker in the cloud, the applications are there, ready to go.

I've kind of been focusing on SaaS applications, but there are a number of different ways you can take advantage of the cloud. And I think this is what makes sense to most people, is soft‑, when I say SaaS, I apologize using the acronym without explaining it, "software as a service." So you're not buying software licenses. You're using software as a service. And this comes from a Microsoft white paper. They view this as ideal because you're taking advantage of all the benefits of the cloud.

There are also offerings like "platform as a service." So salesforce.com has built this huge infrastructure, and they have what they call force.com, which is a platform that you can develop applications on. So you can develop your own custom applications on their platform. So they've got the database, they've got the user interface, they've got a lot of that built. And then you just build your own app on top of that. Microsoft has a similar platform called "Azure" that they're running out of their data centers.

We could also look at "infrastructure as a service," which is ‑‑ Amazon is kind of in this business. They have a lot of excess capacity that they don't use during the holidays, and if you want a server in the cloud, they'll say, "Well, here's a server." If you want to load a database or development environment on it, that's up to you, so they're taking care of networking, storage, servers, some virtualization, some of the OS, maybe, maybe not. And then you're doing everything on top of that server. So that would be "infrastructure as a service.'

And then there's the traditional IT, where everything's on your site. These I think, unless you're a really sophisticated IT shop, I'm not sure these are quite ready in 2010 or 2011.This, I think, makes a lot of sense. You got to be careful on the service level agreements, but Infrastructure as a Service ‑‑ is that worth the brain damage of figuring out how I'm going to connect and all those kind of things? For the cost benefits, I'm not sure we're really there yet.

And then this is kind of an analysis of the private cloud versus the public cloud. Where are the cost savings, really? So we can look at private cloud. I'm not quite getting the full benefit, but I have some control over a new application model where I just ‑‑ I've already figured out how do I deploy new applications. They're sort of built in to the value proposition.

Audience member:  Perhaps I'm missing some fundamental issue here, but private versus public clouds ‑‑ can you please define the two.

Matt:  OK.

Audience member:  And how can I distinguish them?

Matt:  Yeah. So a public cloud would be somebody like Microsoft or Google making this available to anybody who wants to sign up at a certain price. And you or salesforce.com ‑‑ right? You want to use our application. It's so much a month. Go ahead and sign up. That's available to anybody who wants to do business with them. So that would be a public cloud. A private cloud would be ‑‑ an organization might say, "You know what? Nobody out there has exactly what we need the way we want it. But we like the idea of a large‑scale data center that's giving economies of scale."

That's usually what we call "virtualization." That's another word I've thrown out there without much explanation. But virtualization is the idea that multiple servers can run on a single piece of hardware, so that can help with load balancing and that kind of thing. So we want to get some of the economies of scale and we're going to provide that as a cloud service, but we're only going to provide it within our enterprise. It's not something that we're going to try to sell to the general public.

You see this happening a lot in government especially, where they say, because of the nature of the data we're storing, we're not sure it's really a good idea for it to be on Microsoft's servers. It should still be on a government server. But in the state of Colorado, where I live, there's a big initiative to centralize every government agency into one data center. And then they took all of the IT people out of each department. They left each department with one sort of lead or liaison IT person. They took all the rest and put them into a common pool, and they said, "Now we're going to build a data center, and that data center is going to create a cloud of data that serves each department." So that would be an example of a private cloud.

Audience member:  Private cloud ‑‑ it sounds like it's a closed network, more closed than a data center basically. Is that correct, or am I missing something?

Matt:  Usually it is a closed network, because it's probably proprietary data. And in most cases, it isn't a public data center. Now when you get into very large ‑‑ if UPS built out its private cloud, it probably owns the whole data center and it's controlling it. But until you're getting into probably hundreds of thousands of square feet of data center space, it probably makes more sense to rent rack and power in somebody else's data center ‑‑ an IBM hosting facility or an AT&T hosting facility. Did I answer the question?

Audience member:  Yeah, I'm trying to figure out what's new with it? I mean, hosting servers and data centers have been around a long time. What's changed?

Matt:  Well, some of it is a shift away from client/server technology, where I have the code on my laptop and so if the code needs to be patched, it needs to be patched on my laptop, but the data is in the data center. So I'm interacting, passing data across but it's really being processed by the power on this laptop. And so that's a big change. Most of this is delivered through a browser, and because the vast majority of the code is on the servers. It only gets patched in one place. And then it doesn't matter so much what kind of device we deliver it on, if we want on the iPad, I've got a browser on the iPad, as long as I can get security into that server farm or that cloud, I have access to that or a mobile phone or anything else. So it changes from that perspective. Yes?

Audience member 2:  It seems to me that whenever we get more and more technology, we have more security issues, and who pays for that security? Because of all the compliance that they're hitting us with now. Even when you go to the credit card usage and things like this. Is that just negotiated in the prices of these things where certain things for you? Because I'm just finding more and more expense in running a business because of this.

Matt:  Because of the security concerns?

Audience member 2:  Yes, due to the fact that they're trying to make you be the ‑‑ I'll do credit card companies . . .

Matt:  Yeah, credit cards are tough with the PCI compliance.

Audience member 2:  They want you basically to have the insurance for them. And I can anticipate that problem with cloud technology, because that's the big issue, is the security.

Matt:  Yeah, yeah. In some scenarios cloud addresses that. I don't think it does in your industry. So if I said, "I don't to have to deal with PCI compliance" ‑‑ that's the Payment Card Industry standard ‑‑ basically Visa sets these standards to prevent credit card fraud, and they put a lot of burden on anybody accepting and especially storing credit cards. But I can say, "I'm going to do business through Amazon. Amazon built all of this infrastructure, and so I'm going to basically sell through them, and they're going to do my payment processing. Now they want a fee for that of course, but if I'm doing it that way I never see an actual credit card number. They're handling the authorization, they're capturing the credit card, payments going into my account, but I've outsourced that whole problem.

If you have a credit card number you have a problem because now somebody can steal it from you. So ideally we don't store those, we get somebody like amazon who has a team of who knows how many people working on PCI compliance and credit card security. Not sure that's helpful in your particular business, but I think there are aspects where the cloud helps there.

Audience member:  So we're currently using a private cloud. One of your slides up there about infrastructure as a service and platform as a service and software as a service. And I can see maybe us in the future as an infrastructure as a service. Which to me is buying compute resources wholesale. You need some storage, you need computing power you need this Internet connection. You can buy that wholesale as infrastructure as a service. But you said your specialty is software as a service. And I'd like your comments on my big concern with it, software as a service. Like Salesforce.com or Google Apps, is the ability to say no. You know if I have my own private cloud, yeah there's some overhead involved in things. Or even infrastructure as a service. I get all my stuff set up, and if I don't like what's coming next, if I don't like the direction that the particular software is going. I can say no. I can say you know what, I'm going to keep doing exactly what I'm going to do. What I'm doing right now, or I can buy my infrastructure as a service from some other vendor.

But if I develop my whole business around Salesforce.com, or my whole business around Google Apps, and I don't like their new pricing. I don't like how their new stuff works. My people don't like it anymore. I can't say no. So I'd like you to talk to that concern. If you're using software as a service in the cloud, how do you feel about losing that ability to really have a negotiating angle with your vendor that you're really heavily relying on.

Matt:  That's a good point. I think there's two sides to that. One thing I've heard from some of the SAS vendors is that they say we are very incentive to keep our customers happy. And we listen to them and we respond because we need, basically in their business model they lose money in the first year. Even though they have the infrastructure set up, their cost of sale just to get somebody on is just covered in the first year. So they say if we don't keep them on for the second year, then we've lost money on the deal. So they feel they're very incented to provide a good product.

And the example they use is big ERP. So if you go buy SAP licenses and you drop $200,000 on SAP licenses, they've got your money. They don't really have that much incentive to continue enhancing the product or delivering patches or upgrades or updates. So there's that perspective.

Audience member:  But that's year one when you're getting started, but I'm saying year five, year 10, year 50. I mean our business has been around over 60 years, I'm hoping to run it for the next 30‑40 years. How am I going to maintain that continuity over long term if I can't work things out with my software vendor? Right now I have options, but if I go with software as a service over the long term they're going to really have the upper hand. 10 years from now, that I want to do something different, they have all the cards. And it just doesn't, do you see any way around that, have you seen any like disagreements or something around that?

Matt:  It really comes down to access to the data. So just because the app is in the cloud, you can start on Salesforce, and then you can switch to another cloud. You could switch to CRM on‑line from Microsoft. Is that a complex process to download all the data and then upload it into a new application? It is, but you'd go through that same process with an on premise application if you chose to go with a different application cause you didn't like the direction one was headed. But I'll admit to a certain prejudice against NetSuite I guess. I've seen some aggressive sales tactics where they're really pushing people into three year agreements. So then I would have to agree with you, how incented are they to continue providing enhancements and quality of service if they have you locked in for three years of payments?

And then I think I've mentioned before, I've seen some practices with them providing data where yeah they provided it. But it's in a format that's really only useful if you come back to their platform. So I think you raise a good point, and it's something we want to address in the SLA. So that we have that bargaining power in the future.

Should we, we can come back and hit some more questions.

Audience member 3:  One or two.

Matt:  One or two? OK.

Audience member 3:  How do you [ inaudible 52:46] about Citrix solutions? [ inaudible 52:28] ?

Matt:  That's an interesting technology.

Audience member 3:  We have nine offices, running Citrix servers. We just update software on the Citrix servers now.

Matt:  That's a great strategy in terms of making it available to everybody. Somebody who categorized themselves as a true software as a service vendor, would try to differentiate from that. I don't know if everybody knows what Citrix is, but you can take a very traditional client server model. So you've got a server with a lot of data, you've got a traditional application that might be installed on a laptop. And then you put in front of that a Citrix server, which basically turns that into very small bits that can be transmitted. So I can access it from remote locations and still get crisp performance and that type of thing. So, we could take some, you know, any application that runs on a PC, and sort of web enable it.

So, the push back that you would get from somebody who considered themselves true cloud is that it's not a multitenant environment. So you can't, you don't get benefit from getting more and more people on that same system, um, where somebody like salesforce.com can get the costs down, because they're getting more and more people using a common system. So, your internal costs are still fairly high because you've got the existing applications to maintain, and then the Citrix layer in front of that.

The other user interface thing that you run into with Citrix, something that was designed to work in a web browser, if you click a button that's says "Export to Excel," then from the browser it's exporting to my local copy of Excel. If I'm in the Citrix environment, I'm really kind of in that virtual environment back in the farm.

And I export to Excel, it exports to a copy of Excel within that Citrix environment. And if I'm doing all my work in that Citrix environment, that's great, but if I really wanted that to dump data to my local device, then, you know, now I'm dumping it out, it's in the farm somewhere and now I've got to do a file copy to my device.

But, you know, Citrix, or we've seen Microsoft, uh, Terminal Services get pretty competitive with Citrix. It used to be terminal services didn't really have the feature set, the printing was kind of clunky, and we really recommended people use Citrix. If you're deploying today, I think that'd be a closer battle, whether we could just take advantage of the built in terminal services tools that a Microsoft server has.

So, you know, it's accomplishing a lot of the same things, but I'm not sure we're getting all of the same cost savings. But you've got to go back and look at, if I've got sunk costs, if I've already paid for the equipment, I've paid for the licenses, switching is not going to save me any money.

Yes.

Audience member:  You know, I think the more that we talk the more [inaudible 56:03] in this other room.

Matt:  [laughter] A lot of people have that conclusion when they talk with me for a while, so I understand.

Audience member:  [inaudible 56:15] But, I thought I almost understood things a little bit earlier. I thought that you were offering us an opportunity, or at least, I felt that we could get rid of our old 400s and go to one central location and they could take care of all the hardware concerns that I have. I think in our environment, we probably have, I don't know how many different programs that we have written to satisfy both our own needs and those of the customers, the governments that work with the customer service and the Federal Maritime Commission and 23 other federal agencies where we have had to have daily updates of systems to provide information, both to the government, to our various customers who deal with the airlines, carrier, and all the different things with the TSA.

So, I guess I came to the simple conclusion, we just transfer all these special programs that we have to the host cloud, if you will, and then, instead of having our hardware across the country, and those backup computers in other locations, we would just have access to one of the Soviet , if you want. Am I totally off base?

Matt:  Well, I think, I mean, that's an option, so I'm sure IBM Global Services would love to talk to you about hosting your AS/400 and taking care of it for you and making sure that everything runs smoothly. I think you've tapped into something pretty important, though. You've developed, your custom applications that you've created are giving you a competitive advantage, because you can do things that are pretty hard for other people to do. I could not start a logistics business with salesforce.com and some web accounting program and compete with you at any level.

So, what you've created is giving you some advantage, so, does hosting or infrastructure as a service make sense? Maybe so. Does software as a service make sense in that specialized of an industry? Probably not.

Now, I've worked with a company that does household moving, and they still have to deal with tariffs, and a lot of regulation and shared hauling costs and who gets the revenue. They've developed software for that industry, and they host that on behalf of their clients.

Now, there's some challenges there, because, you know, that's a pretty niche industry and they've only got about 50 clients total. They're working with some of the major van lines. But those moving companies have outsourced a lot of their IT back to this firm and then they're accessing it through the Internet.

So, there are possibilities, I don't know about, you know, with the sophistication of your business, if you may have really turned IT into a competitive advantage, in which case that's not a piece you want to outsource, that's a piece you want to leverage.

Audience member:  So, I'm stuck with the 400s. [laughter]

Matt:  Well, what you should do is start a cloud business and sell that programming capability to other people. That's actually how my friends in the residential moving industry got started. They started writing these applications for themselves, and they started doing it on top of SQL server, and they're using .net, and they actually replaced a bunch of AS/400s, in the primarily in the United Van Lines. Audience member : Yeah, I need to get a clear understanding of this, what the data center is, and I believe you were saying that this is something, you actually put it in your source of cheap electricity. I'm assuming that this would just be where all the data is kept. My question is, if that goes down, if a terrorist bombs that location, what is protecting that data?

Matt:  Good question, because there's a whole bunch of data in those data centers. So, Microsoft is building redundant data centers. They've got one in the middle of Washington State. They've got another in Chicago. I think Dublin's their big center in Europe. And they have fail over capability between their data centers. So they're actually replicating that data to different sites. Which again, that's pretty complex technology, to say, "Well, I'm going to store this here, on this server. I'm going to replicate a piece of it over there. I'm going to balance those loads and that traffic." And that's something that you have to have really big scale to be able to do. A lot people have raised that concern about, "Well, somebody else has my data, how are they going to keep it safe?" I've had clients who've had their servers stolen. Somebody just broke into their office and just stole their server. It's gone! [laughter] And they said, "I was running back‑ups every night." Of course, the back‑up tape was in the server when they stole it. [laughter] Hopefully we've got some off‑site. But, I think if you look objectively at a data center's... Somebody that's really focusing on that business. Their ability to secure your data, and your ability to secure you're data. They've got technologies in place to provide for some pretty robust data security.

Audience member 4:  Yes. Just to answer this question, that a small business like a [ inaudible 62:00] . [static] we have done is, the method of cloud computing that we have got, is the ability to image the operating system. If I am putting 20 servers in the cloud, my own private cloud, I have great advantage of imaging them, and only taking different tier back‑ups on a routine basis, or whatever. So even in the worst case, that if everybody goes down outside of my building, I have my backup with me. I can restart from scratch. And that's the greatest advantage of computing clouds, the ability to image. That's something if I [inaudible 62:38] a whole lot of small business understands, "Hey, can I have the images with me? On a weekly basis, monthly basis, I have control over things. That I can always rebuild." Because one thing that is here to stay is the IBM business, the x86 business, the Pentium business, the Intel processing business is going to stay for a long, long time.

So, what he mentioned, the AS400, for example. As long as there is another AS400 hardware available somewhere, I have an image of the operating system. I can always host it in these places.

Matt:  Yeah. That's an important component of cloud computing. I think one of the biggest advantages is this idea of virtualization. So when you talk about an image, usually when you think about a sever, we load the operating system, then we load some programs, then we put some data in there. And if we had to recreate that, we go through that same process on another box, and then we get the data from a backup. With virtualization, that entire image of a server is in one file that we can move around. I don't know if anyone has ever seen some of the images of Microsoft as it's building out it's data center. They have shipping containers coming in, welded shut, full of servers. And eventually one of those servers is going to have a problem. Something will fail. They just move that image over to the next server, when a certain percentage of those servers are dead in however many years. The just send the whole shipping container our for recycling, and those images have moved on to new hardware.

Because you're right. At that point, our recovery strategy is we just need what we call bare metal. Right? We need a box with a processor. We migrate that one file to it, and we're back up and running again.

Audience member 3:  One of my concerns is that I share over that [ inaudible 64:25] . As more and more critical information is concentrated into these cloud servers. They are more susceptible to attacks of profit or just to create chaos. I get several letters a year, saying that critical information, financial information has been compromised by major companies. American Express, I've saw in the news this morning [inaudible 64:47] had a region of MasterCard has been totally compromised. And they're a major credit card. So as more business concentrates, someone could literally bring down an entire country with these types of attacks. They always seem to be able to get in. I'm looking at what WikiLeaks does and the information they get. And these are supposed to be the most secure servers in the world. Any yet, they manage to get this. So the more concentrated we make our data, and our financial information, the more dangerous it becomes every day. So how can we handle this?

Matt:  [laughs] It's a good point. I guess my response is that there's enough money to be made, that they'll figure out a way to secure the data. Because if they can't secure the data, then people aren't going to outsource their applications. So they've got to solve that problem. We kind of saw Microsoft stumble on this a few years ago, when there were these consistent virus attacks on their operating system. And they said, "Even though we're not doing this, this is a huge problem for us." So they started acquiring antivirus companies, and then distributing antivirus for free, and hardening the new versions of the operating systems. So I think with the money to be made, they'll take action to do that. And I think, to some degree, I haven't stopped using my credit card even though I've gotten the letter that says, "Hey you're credit card has been compromised. Tear it up. We're going to send you a new one with a new number." The bottom line is that, I didn't say, "Well I've had enough of that. I'm going back to cash." I said, "I hope they get it fixed."

So, it's a very valid concern, but I think... We haven't seen that with a Salesforce, or a NetSuite. We have certainly seen some hesitation for people to outsource their financial data. It almost seems backwards to me. They are more willing to put all their sales leads out in the cloud than they are with their historical financial information. But, we haven't seen those breaches in the SAS applications like we have in the credit card processors and at some point maybe we will. But, so far we haven't.

Some of the software and service apps available, it's a pretty broad category. So I am not going to spend a whole lot of time on this in trying to get us to some of the service level agreement stuff. And I am just planning the process of taking advantage of this. But, this is really where it started and Salesforce.com has really been big. The one we hear the most about. But, there are all kinds of cloud, CRM and marketing tools. Not to disparage the sales people in the audience, but it's generally a less detail oriented group.

So it's easier to build a cloud application which serves everybody's needs as opposed to maybe trying to do a detailed logistics application that's very unique to one business.

So this is where it started and there is lots of good stuff out there. Microsoft Dynamics CRM has an online version and they are coming out with a new version in 2011. I think the online version may even release in December yet, but it's going to be known as CRM 2011 and there is some cool new stuff in there and has a nice integration with Outlook.

They are pushing really hard to take business from Salesforce. I see those as kind of the two big players, but a lot of these companies work with those applications. So somebody like ExactTarget, it's a marketing engine, primarily an email based marketing engine that can work in conjunction with those applications. So we are doing our marketing campaigns through some of these tools, but we are capturing that data back into the CRM system. Yeah.

Audience member 1:  ExactTarget, Is it from Exact company or is that just coincidence?

Matt:  I think that's just a coincidence. Exact, the European ERP vendor? I don't think they are that and it's just coincidence. And so at McGladrey we use the Elaqua tool in some of our marketing screen capture lists. We can capture things like, here we have sent the email, did anybody open it, did they forward it to somebody else and that person opened it. And that gives us much better measurability on our marketing campaigns than just sending stuff out. You know snail mail and maybe it got there, maybe it didn't. So a lot better feedback. So there are lots of tools out there. I can send in the slide deck and you have the list to browse to see if any of them fit your need. My recommendation is as you evaluate these to focus on this idea of is this... As you evaluate the application, is this something that's going to help our sales people spend more time selling.

And I think on whatever valuation team you put together, make sure there is the person who is actually doing the selling with the feet on the street. Because every sales manager wants lots of data. I want to see what the pipeline looks like and I want to be able to segment the pipeline. And that's great and there is value in it. But, you have to weigh that against the cost of capturing that data.

So how hard is the application to use? How much time is it going to take for a salesperson to get this data into the system? And I think one of the tools I like to use is integrating it somehow to Outlook and Salesforce will do that.

Obviously, Microsoft CRM tool would do that. If you are working in Outlook anyways and you are setting an appointment and sending email. If you can just tag that to the CRM system then you are capturing that data without a whole lot of extra work. Whereas if they have to jump out to another system and well I forgot to, you are not going to get the data you are hoping to get anyway.

So is the tool going to help salespeople spend more time selling. Because if it isn't, it's a great excuse for the low performers and the high performers would probably just disregard the application altogether.

Having implemented both kinds of systems and I find its really hard for an accountant to do their job and not use the accounting software. But, it's pretty easy for salespeople to go out and sell and never use the CRM systems we have put in place. And from an owner's perspective it's really hard to fire him for not doing that if they are still bringing in the sales.

So when you look at the greater propensity for CRM implementations that failed. It's because of some of those dynamics. So you just have to really focus on how can you make this easy for people? And I think there is a little bit of stick approach but there's got to be a carrot out there for the sales person. The sales person should want to use CRM because it's going to present them easily with all the information to make the sales call, to provide value to the prospect.

On the financial and operation side, this comes from, I am always a little bit leary of independent consultants which may or may not have been paid by some of the software as a service vendors but this was their survey about assessing the gap in financial applications.

So now we are on the financial and operational side. So the blue is how important is this thing and the red is how good are my current systems at addressing this. So the gap between them is the effectiveness gap where we are falling short. So we have got some big gaps in terms of ROI, managing risk.The gaps are fairly even across there. And then this is an assessment of how software as a service might be able to help close some of those gaps. It doesn't close any of them completely. We don't have perfect systems just because they're in the cloud.

In some cases, we're not even making a whole lot of progress. The top one, providing financial information to decision makers. We could get pretty good information out of our financials before it's in the cloud. Maybe it's easier to get to. Maybe I can get it on some different devices because I'm getting to it through the Internet, but some of these things it doesn't change much.

There's a big impact on improving ROI, so there's some cost savings in there. We see some improvement in reducing fraudulent transactions. Maybe we've got some more controls built into the system. Maybe not having an internal administrator of the system is beneficial. Managing performance in the context of business risk. That seems a little bit like visibility. But, to some degree we are reducing risk by not tying up capital.

[pause]

I think there are some gains there. These are some of the applications out there from an operational and financial standpoint. One of them has been around forever. I think this makes a great case study: ADP. ADP has, in a sense, been a cloud provider for decades. If you want to think about how it impacts your business, think about if you used ADP before what that experience was like. Now, the communication has improved.

When I used ADP I would fire up the modem and listen to the tones and then transmit my file. Fifteen minutes later my file for thirty people's payroll had transmitted. So, that has certainly improved. If you think about, "Well, I talked to the payroll person about starting to use ADP." Well, that payroll person probably got a little bit nervous about, well, "Do I still have a job?" The answer usually is "Yes." They print the checks. They do the calculations. They do the filing. Somebody's still got to keep track of how many hours were worked and who went on vacation and that kind of thing.

It has a similar kind of impact in that we get some benefit of not worrying about, "Oh, I missed the tax filing deadline." They take care of that for me. But that transition can make people uncomfortable. So in terms of finance and operations, I put SalesForce up here because they're doing some commission calculation. They've moved beyond just the typical SalesForce automation type of tools. They're getting deeper and deeper into the operations piece.

Intact has a pretty strong offering. Adaptive Planning has a really nice web‑based budgeting environment. Having that in the cloud has certain benefits. If we want all our department heads to participate in the budgeting process, they can go out through a cloud connection through a browser and make their contributions to the budget. Here's where my headcount's going to go, here's my adjustments for my department.

We've got one version of the budget out in the cloud as opposed to circulating spreadsheets. Sometimes these are people not even really familiar with accounting concepts or the accounting system depending on the department they're in. So we can present that in the user interface that's easier for them to use rather than getting into the accounting system to do that.

Another interesting one here is Boomi which is actually an integration platform. They do some things in terms of operations. But that's a great tool for getting some of these tools to talk to each other. So when we need to share information between... You may have a very proprietary and unique internal system, but maybe you want your sales force to use Salesforce.com or Dynamic CRM and we need to share certain information between those two. That's a great engine to move that data around.

Intact we talked about. These guys are more focused on accounting, whereas NetSuite has the accounting and the CRM together in a single suite. Bill.com would like to just take over your AP department to the extent that we might even have vendors email them directly. We approve the bills and then they issue payment for those bills. Accounts Payable usually is not a big value‑add component to most organizations. Most people don't see AP as a strategic advantage.

Financialforce.com is an accounting application built on Salesforce.com's Force.com platform. We talked about Platform as a service where they just provide this computing infrastructure. Coda which used to do on‑premise application came along and built an accounting application on that platform. I'm not sure that they've got more than a hundred customers at this point, but it's an interesting idea to build a SAS application on top of a platform as a service architecture. Then NetSuite we talked a little bit about.

We've alluded a little bit, other parts of the cloud that we might want to use. Infrastructure is a service that was kind of pioneered by Amazon. They were the first mover in this space. Although Rackspace is going after that market as well and they're a little bit more flexible on their service level agreements. But, virtualization plays a big part in this. So, the idea to just have the whole image of my server and have that hosted somewhere, this probably wouldn't be a very effective technology without the virtualization component to it. I think this may make sense for some of the more sophisticated IT environment. I think from a general business perspective, software as a service is more ready to go that infrastructure as a service. So this is how we might look at things right now.

So we use a few things in the Cloud, maybe ADP, we've got some web connections, and then we have a whole bunch of service on our premise. And then maybe we take our backup tapes and Iron Mountain takes those to off site storage and we are doing some things that way. We might shift that to, Iron Mountain will also do web based backup as well Amazon and a whole bunch of other people.

We might see a scenario where we've reduced our internal servers, we've virtualized the ones that we are keeping in our environment. We can do that easy recovery, replacement of hardware, that kind of thing. And then we might be outsourcing CRM, IP based phone systems, so we could move some of those to the Cloud.

And then beyond, this might be a good list from a startup perspective of some things we want to look at. So if I am just starting up, there is a whole....FreshBooks is great for billing if you are kind of a one of two person consulting operation, not really a major ERP system, but cheap to use, easy to use, quick to get to.

And then for the larger enterprises, we might see somebody does about developing custom applications as custom development is going to go away. I don't think it is, because there is still that need for very specific functionality, but it's probably getting go to the web.

So we might be, when we are developing custom applications for a client or developing them internally, rather than write a bunch of code that sits on a PC and then we have to copy it to other PCs and when we have to patch it, we have to run around all the PCs.

We might build that in the Cloud and just access it that way through platform as a service. Infrastructure as a service through Amazon and Rackspace, software as a service through Salesforce or Intacct, maybe for sales and ERP. And then we might have our private Cloud for file storage, maybe there is data that we need to keep internally for regulatory reasons.

That's another, I guess maybe impediment to moving to the Cloud. Some countries have rules that business data has to be stored within their borders if you want to do business in their country.

Because they want to be able to seize it, they want to be able to be audit it for tax reasons, so that's another thing where I think the industry has to mature a little bit and say well we need these datacenters all over the place in order to comply with the legal requirements that are sometimes in place.

So this is the kind of an example of some infrastructure as a service pricing models. So I've got my database server, I've got some Internet access, I've got some IP addresses, storage, what does this typically cost and, so this is what it might look like for a month just to have access to the server, yeah.

Audience member 4:  [ inaudible 83:59] one thing we don't get unless we ask specific questions is, they talk about different bandwidth and cost ... and all that stuff. But one thing we don't get is, let's say I have a server which is [inaudible 84:18] . What is the bandwidth we will get, in the sense will it be 20 megabytes per second, 10 megabytes per second, two megabytes per second. In your experience what would be the general value they would provide for run of the mill public box?

Matt:  I don't know, I am sorry. I can ask some people that deal more on the infrastructure side. So the question is around, is that the public side or.

Audience member 4:  Mostly public, that's what I am concerned.

Matt:  OK. So if you are putting up a server for maybe a new commerce site, OK.

Audience member 4:  We get all this pricing, but they never, on the face of it, they never tell me OK, what is going to be the speed and which customer [inaudible 85:04] .

Matt:  And I think that's, I guess we can give them credit for trying to make the procurement process simple but I think there is also some things we need to make sure we ask for because they are not going to offer unless we ask. How forthcoming have they been when you press them on that, are they able to give you answers.

Audience member 4:  We think four megabyte per second, or six megabyte per second thing.

Matt:  OK.

Audience member 4:  But unless we ask for it, we'll never know, like what you said, it is important that we ask our questions in advance.

Matt:  Yeah. And then how do you monitor that, right. OK. So a few words of caution here, so kind of start small, wouldn't start off saying yeah, I am going to provision 50 servers through Amazon, I think it's still kind of maturing in terms of what do we offer, what are the standards, what are the measurements that we are going to provide, and the development and integration. So this is not so much as the infrastructure but a platform where we've already database in place where some form of user interface, maybe of a development environment. And this is where I think the custom dev is going. It's easier to deploy, it's easier to do sort of the unit testing, or the rapid development where I do several iterations and the user tests some.

Because I don't need to send them the code, I develop on a Cloud based platform, they test it, oh, I need this, this and this changed, I make my changes, they test it again. We can do a more iterative process between the developer and the end user of the custom application.

[pause]

So, I think if you have developers in‑house that are doing custom development, I think this is an area where we probably want to ramp up some education. One, in terms of just what does it look like to develop on these platforms, but then also how do we communicate through web services, as opposed to doing a local call to a DLL, sitting on a laptop. I think, as we see some things shift to the cloud, but not all, that skill set in integration becomes very important.

So, I mentioned this earlier, let's use ADP as a model and think about what kind of options do I really get? How do people react to that? If I was starting out a business, versus a mature business ‑ if I'm starting out, [humor] the first thing I'm going to do is not hire a payroll person to pay just me. That's probably something I want to outsource, but that's a different kind of decision if we already have costs involved or if there's something really unique.

We see people that have no desire to outsource their payroll, because they feel it's too complex. So, when you're dealing with healthcare and you've got nursing and they're working all kinds of different shifts, and all different kinds of skill levels, and doing different processes, they don't want to move that to ADP, because it's so complex. The ability to do it right, and do it effectively is very important to their business and they feel there's some form of value‑add there, but for most businesses, payroll's a great thing to outsource.

So, this is the process that we recommend, and in some cases McGladrey walks people through this and we conduct some sessions with management, but this is certainly something you could do on your own. I think there's benefit in taking a structured approach, though.

This is generally what we follow: Discovery, analysis, roadmap, and execution. And, again, I won't make you read these slides, nor will I read them to you, but if you want them, I'm happy to send them to you. The first thing we have to do is discover what we have and out of that process you should get a high level project plan, some documentation of existing opportunities and processes, and an opportunity log.

We talked about first, what apps are we really running within our organization? What does our current IT infrastructure look like? Somebody has got to talk through that and make sure we really understand that. And during that discussion, the opportunities surface. Well that one's a little clunky, this one's due to be replaced, that server needs an upgrade. And some of them will say: "Yeah, we just deployed that, and it's working great, and it's very strategic. I think there's no point in moving that down a cloud roadmap."

We also need to think in terms of our people. What is our current skill sets? Do we have the have the right skill sets? Do we need to ramp people up on some new technologies? How complex is my business? If we talk about call centers, in some cases, we need the ability to extensively customize a CRM ‑‑ customer relationship management software ‑‑ with popping up scripts and all kinds of stuff and that doesn't always work in a cloud environment. For most people, CRM sales force automation is a great thing to outsource.

In manufacturing, I don't know that the cloud computing market is sophisticated enough for a really complex manufacturer. Could you get somebody to host the application for you and get out of the IT business? Sure. Probably not a true cloud application, though. So, things like regulated industries... Banks are about the most regulated industry I've run into and they actually outsource quite a bit of stuff to the cloud. So, their core operating systems, where they track the deposits are very often outsourced, but there's a pretty rigorous process of auditing the outsourced provider.

So, how complex are my systems and how interrelated are my systems? As we decouple some of these things and say, "Well let's move this part of it out into the cloud, how much data are we going to have to move back and forth?" That's an impact on what things should move out to the cloud and what things need to stay on premise.

The next phase is usually some analysis of what we collected in discovery. Some S.W.A.T. Analysis: Strengths, weakness, opportunities, and threats. We divide them up into those quadrants and decide what to take on first and then get a high level view of what's the ideal state of our IT organization.

As we analyze, we go through what is the impact on each one of these areas of different application. And not all applications will touch every one of them, but we want to consider the impact and go through this in a structured way to kind of flush out the requirements.

And this is often what we'll end up. This is going to look a little different for everybody, but this is, what is the return on investment of outsourcing this and what is the level of interrelationship integration? Document management ‑ there's not a huge game on outsourcing that, because I'm still going to consume a lot of bandwidth, as I upload and download documents. But, maybe something like CRM ‑‑ there's not a high degree of connection to other systems ‑ I'm tracking leads and pipeline, and that kind of thing and there's a big benefit to outsourcing that.

This gives us some guidance and these are the immediate replacements. My estimating tools, our CRM tools might fall here. Depending on your level of integration, you're dots are going to fall in a different place.

Then we come up with a roadmap development. So, how are we actually going to enforce this, drop that into a calendar, and actually make a plan that we can execute about what apps, what applications need to get moved to the cloud... And how do we evaluate those applications.

These are some of the trigger events that you should look at, so anytime you're asked to spend more money it's time to evaluate. If I need to sink more money into additional disc or a new server or the vendors saying, "You need to upgrade, we're not going to support you anymore", that should trigger this evaluation of, "Does this really belong in my building or should this...is this something somebody else can do for me?"

As we get down to selecting them there is some things that really don't change. I mean, it's an application that needs to do something that has to deliver some specific functions so whether this is going to be something you install inside your organization or whether something you use in the Cloud a lot of these same things apply. You should get your requirements that should come before a vendor saying, "Look at the wonderful things that this application does, you need them". You should be deciding first, "What is it that I need?" and then getting a software vendor to match your needs.

Figure out what the top challenges are so you don't get hung a little piece of functionality that maybe really doesn't have a big financial impact for your business. So this is standard stuff that' been around forever, it's just another application. We want to check references, score them, look at a couple of different apps. There are some things that are different in the Cloud though, we want to look at the operational track record of a provider because it's not just the functionality of the software, what is the up time? What is the performance as I access this application? What is their infrastructure and security policy? Because they really are providing a service not just a product now so there's some additional criteria that we need to evaluate as we look at the software as a service providers.

And then finally, we've touched on this many times. I want to go through a few important things to look at in terms of establishing service level agreements so, and this is 'why?' around it. When we look at Cloud Computing the economics are better, our agility is better, we can scale‑up. I mean, one of the great things about Cloud Computing is the elasticity. So if I'm doing a lot more tax returns in April and I need that computing power I just pay for it and I can do it that way. My business is growing very fast and I bring on a bunch of sales people I just tell SalesForce.Com I need more receipts and they're happy to provide them.

So that agility is useful, the creativity and innovation, that's where the new thinking and the new development is, it seems to be in the Cloud apps, simplicity of use, social impact. I guess we're greener if we're using stuff in the Cloud but trust and risk is different, right? And some people brought up some good points about, "We're locked in, they're making a lot of decisions about the direction of the application" and this is what we have to manage through the service level agreements. So like any contract we both want to have the same idea about how this relationship is going to work. So a lot of this is basics but there's some specific things we want to look for.

So one is system availability, just is the system going to be up and available and working when I need to use it and what happens when it's not? What is the system response going to be? And the software the service provider's talk about this but there's other majors buried in there. You brought up about if this is a public facing website, how good is the performance for my customer's or potential customer's not just for me putting content on this website? And then what is their disaster recovery fail over strategy. So what happens when there's a terrorist attack and the data centers destroyed, do you give me a back‑up and it's up to me to make it working again? Do you provide that service and what kind of recovery time should we expect there?

This, I think, strategically the first one here is the most important and this is the one that gives me anxiety. There's the performance ones in which that's the first thing you think about, "I've got to use the application but I would want to be crystal clear on who owns that data". Even as far as, who owns that data if data if I don't pay you or can't pay you? Is that something that you can hold hostage and you're going to take my business data? Or is it something that I legally own that you have a right to provide? And you can sue me but you don't get to keep my data and hold it hostage? What if I decide I don't like the way you're application is being developed? Maybe you're not enhancing it enough, maybe you've made it too complex and not it's too hard to use and I want to go use something else. Will you help me get my data off and go somewhere else?

So that's something we can negotiate and do a service level agreement, in some cases. Like any other type of contracting. The bigger the company you're dealing with and the smaller you are the harder it is to negotiate. So if I need 10 seats of SalesForce.Com I probably don't have a lot of leverage trying to negotiate the service level agreement. It's probably going to be a lot like me at the Hertz counter trying to negotiate my car rental agreement, right? It's, do you want the car or not?

I think we also need understand what happens if there's a privacy breach so, is the task provider responsible for notifying people whose date may have been in appropriately obtained or is that on us that they let us know? So this is laundry list of things that we want to go through and make sure very clear in the SLA.

In some cases the software as a service provider are also implementing your system so they're loading your initial data configuring for you and that's going to work like any other professional services arrangement so we want to be clear on how long is that going to take, what's included, what's not included and I would look for some guarantees around proactive communications so if they say, "Well, we're going to have a certain percentage up‑time but we do need to do system maintenance". Are you going to tell me when you're doing scheduled system maintenance? Are you going tell me if there was an unplanned outage or if I didn't notice it do I not get my fees reduced?

So this is that kind of item there, do I get a credit automatically if the system was down for some time or is there convoluted process I have to go through to be reimbursed for that lost functionality? What if they don't meet the performance requirements consistently? Well, that's great that I get 50% off every month because the systems slow but eventually I'm tired of the system being slow, can I get out of the contract at the point?

I would push pretty hard for shorter term contracts. I mean, I think that gives you the most leverage if the vendor knows that in a year they're going to be having another conversation with you about did he enjoy using our system and wouldn't you like to use it for another year or two? Rather than, that's three years away, I think that gives you the best leverage. This has to do with service level transparencies so this is intact, they actually have a public website where they post they're up‑time and availability on an ongoing basis so that's not just of customers but prospects can get in there and see that as well.

Amazon also does a pretty good job of saying, "What's up and working?" and making that publicly available. If people are less inclined to share that and make that easy to see I think that's probably a point for concern. And I think it's useful to understand where you sit in these negotiations, again, if we're talking about a very large vendor and you're a customer who's not going to buy a whole lot of their services, we don't have a lot of negotiating power but Cloud vendors are measured on recurring revenue. As the businesses get valued it's all about how much recurring revenue do you have on the books so you want to understand that if as you negotiate with them.

So, they know they need to renew that and they need your help in that so one of the things you can do that might give you an advantage say, "Well, assuming that we get implemented, well, we're willing to be a reference" because this is a volume game for the software as a service providers. They need to have a lot of customers quickly for this to make sense for them so whatever you can do to help them in their sales efforts is to their benefit and then you want to make sure training, support, maintenance are included. In a true software as a service environment that should be there.

In other cases where, "Well I have this old legacy app I don't want to worry about the server, I want you to handle it". Typically, those arrangements are, we'll keep it up and running but if you want to upgrade from version 14 to version 15 that's something we're going to charge you for. Our job is to keep it running as is if it's more of a hosting arrangement. If we're dealing with really the new generation of true [inaudible 104:39] providers those enhancements should be built right into the service level agreement. So, questions, comments, thoughts? Yeah.

Audience member:  The software as a service model [inaudible 104:58] legal environment [inaudible 105:00] maybe talk a little bit about that, but it's been some cases in California that I'm aware of where Internet communications are considered protective speech, like a phone call. And [inaudible 105:19] my business we always [inaudible 105:21] everybody's emails and management has ability to review those and go through those. And there's been some cases recently in California where people said, "Well, my company posts their email on Google as a service and I'm actively seeing that over the Internet". They argue that that was protective speech and the company had no right to monitor the emails. And that was company email; they did have the right in fact to monitor them. And is it...I mean, have you...Do you know of any of those cases and how they're progressing? I mean, I'd be very concerned about that same idea of anything access over the Internet being protective speech. Somehow that idea that legislation migrating towards things like SalesForce.Com and stuff where somehow that's protective speech. I don't know, do you know where things stand on that?

Matt:  I've been surprised at how conservative some companies are. Because I would take the position the company provided this system, they provided it for your business use while you're at work but I've seen scenarios where even on premise systems a manager said, "Well, hey, we just let this person go. I'd like access to their email because maybe customers are trying to contact them and I just want to make sure I provide good customer service". And even though this was an internal system, legal counsel said, "No, we don't think that's a good idea unless you can give me a really good reason". "All right, I thought customer service was a really good reason". So certainly, people are being very conservative on that which...It seems odd to me, it seems very clear to me that that's a....the company's system. I don't know where that's going to end up.
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